K.S. INSTITUTE OF TECHNOLOGY, BANGALORE - 560109
FIRST INTERNAL TEST QUESTION PAPER-2023-24 EVEN SEMESTER

KETT

(sN [ [ TT T TTTTT]
Degree : BE . - Semester : VIA&B
Branch ¢ Electronics & Communication Engg. Course Code : 21EC642
Course Title : Cryptography Date : 29%MAY 2024
Duration : 60 Minutes Max Marks : 20 ;

Note: Answer ONE full question from each part.
K-Levels: K1-Remebering, K2-Understanding, K3-Applying, K4-Analyzing, K 5-Evaluating, K6-Creating

Mark Co K-
i Question 5 mapping Level
PART-A
Explain the extended Euclid’s algorithm for determining the "
1{a) | multiplicative of two positive integers. Solve the GCD of | 4 co1 5
(24140,16762)
(b) State the axioms of Field and Solve additive & multiplicative | 4 co1 K3
table for GF(22) give primitive polynomial as( x24x+1)
Construct additive and multiplicative table for Z- and Solve all 4 K3
() additive and multiplicative inverse elements i ]
OR
Explain the Euclid’s algorithm & find GCD of a number and Solve 4 K3
[ () the multiplicative inverse of 1234 mod 4321 co1
Check whether (X™+X"+1) is irreducible and Solve multiplicative | 4 K3 |
(b) invers for (XC+X*+1) mod {1{1+X+1} co1
© Construct mod8 additive and multiplicative table and Solve all 4 co1 K3
| additive and multiplicative inverse elements.
PART-B =
Make use of Symmetrical encryption model and explain it with a | 4
3(a) | neat diagram and define Substitution Technique and Transposition co2 3
| technique. -
Make use of Playfair algorithm and solve cipher text for| 4
(() | “TECHNOLOGY" with keyword “ATTACK" | co2 -
l
, UR i
4(a) Encrypt the plain text MONDAY using Hill cipher with key 4 o2 K3
[J E F H] and Solve inverse of the Key matrix.
(b) | Make use of Playfair algorithm and Explain it with an example, o co2 3

A % @(@

--"""F.
Name & Sigrature of Name & Signalore of HOD ECE Principal
Course In charge: Module Coordinator i

ks



K.S. INSTITUTE OF TECHNOLOGY, BANGALORE - 560109

I SESSIONAL TEST QUESTION PAPER 2023-24 ODD SEMESTER

SCHEME AND SOLUTION for SET A

Degree: B.E Semester: VIA & B
Branch: E&CE Course Code: 21EC642
Course Title : Cryptography Max Marks: 20
Ma The Euclidean Algorithm for finding GCD(A,B) is as follows: 4M
If A = 0 then GCD{A.B)=B. since the GCD(0,B)=B. and we can stop.
If B= 0 then GCD(A,BJ=A, cince the GCD(A.0)=A, and we can stop. M
Write A in quotient remainder form (A=B-Q+R)
Find GCD(B.R) using the Euclidean Algorithm since GCD(A,B) = GCD(B,R)
GCD(24140, 16762) = GCD (16762, 7378) = GCD (7378, 2006) = ]
GCD (2006, 1360) = GCD (1360, 646)= GCD (646, 68) = GCD (68, 34)= |
GCD (34, 0) =34 J'
2M
ib Properties of Field AM
Satisfies all the properties of group like closure, associative, Identity, Inverse
and commutative property and also satisfies properties of Ring like closure,
associative, Identity,distributive and also satisfies Inverse property.
Additive & Multiplicative table for GF(2%) give primitive polynomial as( x*+x+1)
Set elements are (0,1,X,X+1)
Additive inverse of
Elements Additive Multiplicative |
Inverse Inverse
0 0 0
1 1 1
X X K+l
X+1 X+1 X
Additive and multiplicative table for Zs
e Mo, ey A
le .:, ..., ry = _%*_-;:_ _._:'_ ) 4M
s St s e
8 ’r"i"_" s e e
li:‘ﬂw-;q}-l- T
: T TR
e sE
D e e 35
F > ”"- i ] oo - d - DA e s
2a. , : |
The explanation of Euclid’s algorithm 1M




Multiplicative inverse of 1234 mod 4321=3239 3M -
4M
2b Yes (X3+X+1) is irreducible and
The multiplicative invers for (X3+X+1) 'mod (XF+X+1) is [x+1]
(X24X+1) "mod (XC+X+1)= g
< B mod$ additive and multiplicative
Lo T | FI'I. P
R ET
BT iAM
cER T
blr"lliilr PRl N
s [WIvialalelis|ers [F EA N
yfele gl st hiale bty [ L.
g E A R 5% 185
e r s e
o Ay RE R EET) s
el b Rl mﬂﬁ:m
3a. + . aM
Symmetrical encryption maodel
] | o i mpwmed [hazeppar P
“ arammi
Diagram & Explanation M
Define for Substitution & Transposition Techniques: 1M
3h. aM
PLAY FAIR cipher with the key ATTACK encrypt the message
“TECHNOLOGY aMm
da
K'=9 2
1 15 |4M
4h. AM
Explanation Playfair algorithm with an example
= = B
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Note: Answer ONE full question from each part.
K-Levels: K1-Remebering, K2-Understanding, K3-Applying, K4-Analyzing, K5-Evaluating, K6-Creating

Mark co K-
I_QH"' Question 5 mappin Level
PART-A
Mention all modular arithmetic properties & obtain additive & |
1(a) | multiplicative table for ModS and Solve all additive & | 4 co1 -
multiplicative inverse for the same
(b Solve GCD [a(x),b(x)] for a(x)= xSyl and 4 co1 Ka
) b(x) = x*+x>+x+1 and write all modular arithmetic properties
© Construct additive and multiplicative table for GF(7) and Solve all | 4 cot
additive and multiplicative inverse elements
OR
2(a) S;l;;e-ﬂ;;in!:ﬂnplimtive inverse of a(x) = x* +x*+xx+1 and 4 co1 K3
Check whether (X +X+X+1) is imeducible and Solve| 4 K3
(b) multiplicative invers for (X4 X+1) mod (X2+X+1) w01
(© Construct Zs additive and multiplicative table and Solve all additive | 4 co1 K3
and multiplicative inverse elements.
PART-B
3(a) Make use of Symmetric Crypto system and explain it with a neat . 4 coz K3
diagram and define reducible and irreducible polynomial. —
Make use of playfair cipher Encrypt the plain text| 4 i
(¢) | “ELECTRONICS” with a key INDIA also mention all the rules coz
for encryption.
0OR
Encrypt the plain text MONDAY using Hill cipher with key 4
K=| 23 3
4(a) 1 zj o2
and Solve inverse of the Kev matrix —
Make use of Playfair cipher with the key largest encrypt the | 4 coz K3
(®) message “Must see you today” J
I s
@%&
et _
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1a Mod 5 4M
Additive module 5 multiplication modulo 5
+10 11 {2 13 14 xjo [1 [2 [3 |4
ofo j1 {2 |3 14 olo (0 o |0 |0
1{1 12 |3 |4 10 1o [t {2 |3 |4
212 /3 14 10 |1 2012 {4 |1 |3
3/3 14 10 11 12 300 (3 |1 [4 |2
4i4 |0 1 j2 I3 4lo0 |4 |3 (2 |1
b gD a
a(x) = xtxSx i et and M
b(x) = x+x*+x+l
is X3+x*+1 AM
Modular Properties ;
(a-+b) modn= amodn + bmodn M
(a-b) modn= amodn - bmodn
(a*b) modn= amodn * bmodn
Ie Additive and multiplicative table for x*+x+1
oo 661 O10 o3 M0 e 120 11
- ..._t.' A= 0l ¥ A ah ey
wn ¢ T o] 0109 ]celoie]o
et 3 | 0 | 2 x | w3 | | 0ok | e [een
o = E T 1 F I Pex| 3 | & Iwemd]| ¥l
Gas wi | 8 | el |memlwon et € ] 3 1 ¥
W v i | wei Dnfeasl Sl x 174l 8
s o D 1 a'et i . » J‘p!ﬁ__ﬁj v
10 oo | 0 ux |aeetl $ a'vi | el | a ‘
1 aves| @ o 1 t’ﬁv Fars
4M

Multiplicative Inverse for a(x) = o Hxtdentl s
and

2a.
hix) = x+x+1 is X

7h No (X*+X3+X*+1) is not irreducible and

The multiplicative invers for (X*+X+1) mod (X*+X+1)

¥ and X+1




3a.

3b.

4a

4b.

75 additive and multiplicative table
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plain text MONDAY using Hill cipher with key
K= 23
122

[14 5 ]
k=1 11914
PlayFair cipher with the key largest encrypt the message “Must see you today”

MU ST SE EY OU TO DA ¥YX

UZ TB DL GZ PN AW TE ZY

4M

4M

4M

4M

4M
M

(
s f—
Signature of Course in-charge Signature of Modu “oordinator  Signature of HOD ECE




| USN i | ] |
Degree : BE Semester : VIA&B
8ranch :  Electronics & Communication Engg. Course Code : 21EC642
sourse Title : Cryptography - Date : 29 June 2024
Juration : 60 Minutes Max Marks : 20
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SECOND INTERNAL TEST QUESTION PAPER 2023-24 EVEN SEMESTER

CEIE] SETA

Note: Answer ONE full question from each part.

K-Levels: K1-Remebering, K2-Understanding, K3-Applying, K4-Analyzing, K5-Evaluating, Ké-Creating

co K-
1 No., Question Marks mappin Laval
PART-A

] Explain with a neat diagram the operation performed in 1" & 10" round of AES co3 K2
1(a) . 4
algorithm,

(F  State & prove Fermat's theorem and Solve 3*¥mod 91 & 3%%mod 10 using it 2 e o
() | Witha neat diagram explain round operation in DES encryption . Cco3 -
OR
a) "Mthla neat t!mgram of DES encryption & decryption process and explain the 4 C03 K2

working principle for the same,
b Explain Key expansion technique in AES algorithm 4 C03 K3
®) | & Define Euler's theorem and Solve Totient function for 37 & 600
Explain the parameters of Fejstel structure and design Feistel network for 4 CO3 K2
(c) encryption & decryption.
PART-B
Encrypt the plain text ‘PAYMOREM ONEY" using Hill cipher algorithm 4
and Solve the cipher text. K3
(a) 01 TN co2
Given Key K- 08 &3
. 2__2 1o
With a neat block diagram explain the Principles of Public-Key Cryptosystems 4
1 with authentication K3
(b) | & Co4
Solve cipher text and plain text using the RSA algorithm given P=5, Q=11, e=3
and encrypt the message M=EC and decrypt the same,
OR
"Make use of Substitution and Transposition technique definition with an example 4 K3
(a) also define Diffusion and Confusion technique. solve the coz
‘ Encrypt the plain text AUTHENTICATION using Rail fence method & Key
technique given KEY as 4132 "
Make use of the concepts of Public key explain Principles of Public-Key 4 Co4 K3
9) | Cryplosystems with authentication and secrecy with a neat diagram.
& Explain RSA algarithm —
1
Name & :ﬁ%ﬁur Name & sﬁ(‘&}? H(M Princi
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Q No.

Points

Marks

la

1b

1c

ENCRYPTION

Fig 1 M and explanation 3M

State Fermat's theorem:1 M
Proof: 2M

3"mod 91=1

&

3"mod 10=1

15 marks each

4M

4M

4M




2a.

2b.

2M for diagram & 2M for explanation,

DES encryption & decryption process

‘bt plainier

1M for diagram & ZMfor explanation.

Definition of Euler’s theorem
Totient function for 37=36 M
600=23%3#52= [8-4][3-1][25-5]=160

4M

4M




2c.

3a.

3b

Merrend 13

1M for diagram & 3Mfor explanation.

PAYMOREMONEY encrypt using Hill cipher

i
Key K I8 I
15 0 24 ~
|12 14 17 Cipher = 303 303 681
4 12 14 532 490 797
13 4 24 348 312 578
353 341 735
Cipher = 7 AT 37 B
12 22 17
10 0 6
. i3 7

The Principles of Public-Key Cryptosystems with authentication
1M for diagram & 3Mfor explanation

)

4M

4M

4M




4a.

Thnes U3 Pulsbe Koy Cespramyvion. Anthestbosios

RSA algorithm given P=5, Q=11, ¢=3 and encrypt the message M=EC and decrypt the
same.

P=5 Q=11 e=3 and M=EC: 42

n=55, d=40

Given e=3

de mod40=1 d=27

Encryption C1= M® mod n= 43mod 55=9
C2= M* mod n= 2°mod 55=8

Decryption D= C1¢ mod n = 9%” mod 55=4

€19 mod n = 4% mod 55=2

Def for Substitution and Transposition technique 1M
Diffusion and Confusion technique

AUTHENTICATION using Rail fence method & Key technique given KEY as 4132
RAILFENCE:ATE TCTO
UHNIAIN

ATE TCTOUHNIAIN

41 3 2 0/P UNANHIXTTTXAECO

AUTH

ENT 1

CATI

ONXX

4M




e
t

4b.

The Principles of Public-Key Cryptosystems with authentication and secrecy,

1M for diagram & 1Mfor explanation
RSA ALGORITHM

W !..-.-F.‘
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Note: Answer ONE full question from each part.

-Applying, K4-Analyzing, K5-Evaluating, K6-Creating

. CO K-
N%. Question Mark mapp | Leve
] ing |
PART-A
State & prove Euler’s theorem. Solve ®(q) and P mod q given
1®) | valyes 4 CO3 K3
1) P=3, g=7 2) g=12,P=5
(b) [Explain the concept of Substitution byte, Mix column & SHift row K2
operation with neat diagram in AES al gorithm 4 co3
C) | Hlustrate the round operation in DES algorithm & compare DES and K3
© AES algorithm 4 | CO3
i OR
Define a WORD in AES. algorithm & illustrate the working of ‘g’ | K3
2(a) | function in AES Key expansion algorithm with a neat diagram. 4 Cco3
Explain the Feistel encryption and decryption process with a neaf
(b) | diagram 4 Cos et
Define Fermat’s little theorem and Solve the value of X given X'®P= 4 4 cos | K3
(C) | mod 11 and find the remainder for 2*mod7 and 7'mod21
PART-B
3(a) | List and explain the process used in RSA algorithm for encrypting and
decrypting the data & Define Authentication, Digital Signature, 4 coy | K3
Confidentiality
) Encrypt the plain text ‘CIPHER’ using Hill cipher algorithm
[ and Solve the cipher text, 4 K3
CO4
Given Key K
' OR __ _
4(a) Solve the encrypted data given the plain text ELECTRONICS using
Rail fence method & Key technique given KEY as 4132, 4 CO2 | K3°
& Define Monoalphabetic cipher & Polyalphabetic cipher
(b) With a neat block diagram explain the Principles of Public-Key| 1
Cryptosystems with confidentiality
& Solve cipher text given plain text as KS using the RSA algorithm] 4 Co4 | K3
[ given P=3, Q=11, e=7 !
/!
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Course Title : Cryptography

Max Marks: 30

Q No.

Points

Marks

la

1b

Def of Euler’s theorem & proof

. Find ®(q) for (7)=6, (12)=2*3=2%2=4
And

P™9 mod q given values

3 mod 7=1

5'mod 12= |

Substitution byte,

( ,

* Rules of shifting cows,
+ Row 1 2 No Shifting
« Row2 < | byte lef) shift
+ Row3 2 byte left shift
* Raw 4> 3 byte left shift

4M

4M




1c

2a.

2h.

él figure 1M & 2M for explantion
Comparison AES does not follow Feistel 1M

Def of WORD in AES algorithm 1M
The working of ‘g’ function in AES Key expansion

= M

|

I=F =

i
X
—_—

I M for figure and 3M for explanation

4M

4M

4M




2c.

3a

3b

Definition Fermat's little theorem 1M

Xgiven X™=4mod 11=5  2M

The remainder for 2*mod7=4 2M
and 7mod21 =1

CIPHER" using Hill cipher algorithm

and find the cipher text.

Given Key K513 [1d %

Plaintext;, 2 8 1|5 ciphers 416 431 307 = 0 15 21
7 4 17 434 521 302 18 1 16
-

plain text ELECTRONICS using Rail fence method & Key technique given KEY
as 4132

RAILFENCEEE E T 0 1 S 1M
L CRNC
0/P= ETOISLCRNC

4M

AM

4M

4M




4b.

4132 O0/P LRCCNXEOSET] iM
ELE C

TR ON
I1CS8S X

Definition for Monoalphabetic cipher & Polyalphabetic cipher 1M EACH

The Principles of Public-Key Cryptosystems with CONFIDENTALITY.

KS using the RSA algorithm given P=3, Q=] 1, e=7
P=3 Q=11 e=7 and M=KS: 10 18
n=33, =20 %
Given e=7
de mod20=1 d=3
Encryption C1= M mod n= 107mod 33=10
CZ2= Me mod n= 18 "mod 33=5

2M

Decryption D= C19 mod n = 10% mod 33=10
C19mod n = 63 mod 33=18

4M

% H
\
S&ﬂ%tﬁ;; CourseTn cha rge
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Degree : B.E, Semester I |

Branch : E&CE Course Code : 21EC642
Course Title :  Cryptography Date 31" July 2024
Duration : 60 Minutes Max Marks : 20

Note: Answer ONE full question from gach part,
K-Levels: K1-Remebering, K2-Understanding, K3-Applying, K4-Analyzing, K5-Evaluating, K6-Creating

Q No. Questions Marks | CO LE:EI
PART-A
I{2) | Explain Generalized Geffe generator & Alternating Stopée
X : 4 CO5| K2
Gogenerator with a neat diagram.
(b) | Explain the application & working of A5 generator and K2
4 COs
Thresholdgenerator,
(¢) | Explain Linear feedback shift register with a neatdiagram. 5 | COs5| K2
|
v OR
2(a) | Explain Linear Congruential Generator with an example. 4 COs N
(b) | Efplain Gifford generator & Geffe generator. 4 cos | K2
(¢) | Explain Bilateral Stop and Go generator and Jennings Generator 4 \ CO5 K2

PART -B
3(a) | Solve P+Q and 2P for the given E(8,10), P=(3,7) and Q= (5,9) and |
explain Elliptic Curve Arithmetic on the curve,

(b) | Make use of Diffie Hellman’s Key exchange algorithm and solve

Public Key of user A & B for E;i(1.6), G(1,3) and private Key of 4 Coa| K3
User A is 2 and B is | and explain ECC, | ]
O
4(a) Make use of ECC algorithm encrypt the data given Eui(1,1), ! 4 ! co4 | K3
G(1,3),n=20. Assume secret key between the user as 1.Solve all the |

private key and Public key. |
(b) | Solve Shared key if Public Key for En(1,1), G (2,2) and private Key of| 4 Co4 | K3
User A is | and B is 2 and Explain ECC encryption algorithm.

Name & Signature of Name &gﬁ}{m of H%\élﬂ
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THIRD INTERNAL TEST 2023-24 EVEN SEMESTER
SCHEME AND SOLUTION for SET A

g

Degree :B.E Semester: VIA& B
Branch : E&CE Course Code; 21EC642
Course Title : Cryptography Max Marks: 20
[Q No. Points Marks |
1a Generalized Geffe Generator: 4M

« Instead of choosing between two LFSRs;this scheme chooses between k
LFSRs,as long as K is a power of 2.

« More complex than Geffe generator and correlation attack is possible.

+ Corrclation attack is outputs of individual LESRs can be combined
keystream and attacked using linear algebra.

Alternate Stop and Go Generator

« Ttuses three LFSRs of different length. LFSR-2 is clocked when the
output of LFSR-1is 1;

. LFSR-3 is clocked when the output of LFSR-1 is 0.The output of the
generator is the XOR of LFSR-2 and LFSR-3.This generator has a long
period and large linear complexity.

«  The correlation attack found against LFSR-1,but it does not substantially
weaken the generator. There have been other attempts at keystream
gencrators along these lines

AS:
1b . ASconsist of 3 LFSRs; register lengths are 19,22 and 23 ; AM
. All the feedback polynomials are sparse.
. The output is the XOR of the three LFSRs. 4

« A5 uses variable control clock. Each register is clocked based on its own
middle bit, XORed with the inverse threshold function of the middle bits
of all three registers. usually two of the LFS of clock in each round.

«  The basic ideas behind A5 are good.

« Ttis very efficient.lt passes all non statistical tests; it's only known
weakness is that it's registers are short enough to make exhaustive search
feasible. Variants of AS with the longer shift registers and denser
feedback polynomials should be secure.




|C

2“\;

Lits sssume thot we use thres LFSRS, then the output pensratorn
can b wiitten as;
b agtagimia,ney) i{aytay) (similar tw Geffe)
Ay, (lager than Gaffa)

Thresholdgenerator:

Linear feedback shift mgisters (LFSR":}

Chiaracteristics;
- Lmuwwﬂwmmmwm
— Produce sequences of large period

~ Produce sequences with good statistical properties
~ Dueto Mmmmumumwpu using algebraic

’ wmmwm bength L eonsists of L stages
%’ hﬁtmﬂw H'mwﬂm‘& hﬁu
During each Unit of Hme: wu‘w

NMdenhwmmwhmm

{1} the content of stage 1 is moved to stage H1 for each 1, 1sis L1

&BMMm&mgk feedback bit s, which 1s caloulated
ﬂ.h contents of & fixed subset of

A mdel}r used technique for pseudorandom number generation is an algorithm first
proposed by Lehmer [LEHMS1], which is known as the linear congruential

method.Linear congruential generators are pseudo random sequence generators
of the form X,=(aX,.;*+b) mod m in which X, is the nth number of the sequence,
and X, is the previous number of the sequence .The varnables a,b and m are
constants : a is the multiplier,b is the increment ,and m is the modulus. The key
or seed s the value of X, )

The strength of the lingar congruential algorithm is that if the multiplier and
modulus are properly chosen, the resulting sequence of numbers willsbe statistically
indistinguishable from a sequence drawn at random (but without replacement)

from the set 1, 2, ¢, m - 1. But there is nothing random at all about the algorithm,
apart from the choice of the initial value X0. Once that value is chosen, the
remaining numbers in the sequence follow deterministically. This has implications
for cryptanalysis.

If an opponent knows that the linear congruential algorithm is being used and

if the parameters are known (e.g., a =75, ¢= 0, m = 231- 1), then once a single
number is discovered, all subsequent numbers are known. Even if the opponent
knows only that a linear congruential algorithm is being used, knowledge of a small
part of the sequence is sufficient to determine the parameters of the algorithm.
Suppose that the opponent is able to determine values for Xb, X1, A2, and A3, Then
Xi=(aXo+¢) mod m

Xz=(aXi+e¢) mod m

A= (aXz+cymod m

These equations can be solved for a, ¢, and m,

4M

4M

4M




2a.)

. m , e utpct of the
wwm o

#H_! mrs,hm ml«n;. respectivitly, then the linear
(s L)nginyng 20

Bilateral Stop and Go Generator AR

 This ganerator uses two LESRs.both of length ‘n. * = S '. '

* The outputof the generatoris the XORGithe o Lpsaic i.m_
putputsof each LFSR, . Mmh cutpt of LFSRA 10 the

* If the output of LFSR-2attime 1+1is 0 and sy time’ * M4y thelkal st of the 1 i
£:2 Is 1,then LFSR-2 does not clock at time 't'

* Conversely, If the output of LFSR-1 s time -1 0
and the output at t-2 s 1,and if LFSR-1 clocked at

LFSR-2 does not clock st time't’,

+ The linear tﬁmplﬁ.lhrnf this $ystem is equal 1o
the perlad.

T
e Ol Srﬂ 4 paned DY

b |
pig = ﬁ{‘l "‘F*‘ir.) g
= 44 g- a0~ F

Aw [a-3]. 2 .1 s (303 ) fo-% =3
3y Py e (i3

4M

4M

4M




ﬂ":r;r ; Li?f# EL}I ij:;
- (AN s ap={8/Y4)
4.
4M
-
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K.S. INSTITUTE OF TECHNOLOGY, BENGALURU - 560109
THIRD INTERNAL TEST QUESTION PAPER 2023-24 EVEN SEMESTER

SRR (usN | [ [ [ [ [T DT}
Degree : B.E, Semester ¢ WI
Branch : E&CE Course Code : 21EC642
Course Title :  Cryptography Date : 31" July 2024
Duration : 60 Minufes Max Marks : 20

Note: Answer ONE full question from each part.
K-Levels; K1-Remebering, K2-Understanding, K3-Applying, K4-Analyzing, K5-Evaluating, K6-Creating

i K-
() No. Questions Marks | CO f i
PART-A

1{a) | Make use of Lincar Feedback shift register and explain the working of given

g(x)=1+x"+x" and find the period & Key generated, Consider initial

4 Cos K3

key value az 1,0,0

(b) | Explain the concept of Generalized Gefle generator with an example and 4 COs K2
definelinearity complex and correlation attack.
Explain Beth Piper Stop & Go generator & Self-Decimated Generators with 4 K2

() | & neat dipgeam. CO5

OR

2(a) | Make use of Linear Feedback shift register and cxplain the working of given 4 cos| ®
glx)=1+x+x’ and solve the period & Key generated. Consider initial key value
as 1,00...

() Explain Additive Generators and FISH additive generator, 4 COS K2

(¢) | Explain NANOTEQ and RAMBUTAN | . |cos| K2

PART -B

3(a) [ For the given Elliptical equation Y =X"+2X+8 in z;, field if the given
G(2,8).Solve public key of user A and B .given n,=1,ng=2,plain text
(2.6).K=1.

4 co4 K3

{b) | Make use of an Elliptic Curve Arithmetic on the curve of
Exn(l,1),p=(3,1Ma=(9,7) , Solve 2P+Q and explain ECC. 4 C04 | K3

OR

4(a) Solve P+Q and 2P 2Q .given P=(2,7) & Q=4,10) for GF{(1), K3
() | Selve cipher text for message(1,6) given Ex(1,0) .consider 4 COd K3
1=50,K=1,G(2,8).50lve Private and Public key for user A and B G(4,2) and
private Key of User Ais | and B is 2 and Explain ECC encryption
algorithm,

Name & !ignature of Name & Signature of HOD ECE Principal
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K.S. INSTITUTE OF TECHNOLOGY, BANGALORE - 560109
THIRD INTERNAL TEST 2023-24 EVEN SEMESTER
SCHEME AND SOLUTION for SET B

Degree :B.E Semester: VIA& B
Branch : ERCE Course Code: Z1EC642
Course Title ;: Cryptography Max Marks: 20
Q No. Points Marks
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Generalized Geffe Generator
Linear Complexi =
1b plsrly * instead of choosing between two LFSAs,this iM
» Dufviltion: scheme chooses between k LFSRs,as long as &
Smnnsmasmaismtamat: 150 power ol 2
B e ey 8 e Ints msfe br Wi+ More complex than Geffe generator and
= correlation attack is possitle.
The incar somplesty of an infinite biary squense 8, deoted Lis], * Correlation attack is outputs of Individual  «
iy ARG T oA LFSRs can be combined keystream and
~ 1 1 LSRGkt Hen Lig] = = altacked using linear algebra.
= cftirwisil, Lin) b ihes Il of the shortarst LFSR thaf ganenstan g
Correlation Attack: Cryptographers try to get a high linear mm;:-icxlty by combining the
output of several output sequences in some nonlinear manner.The danger is that one or
more of the internal output sequences often just outputs of individual LFSRs can be
correlated with the combined keystream and attacked using linear algebra. This is called
a correlation attack.
1c Self-Decimated Generators AM

Beth Piper 5top and Go Generator
* It Control their own clack,

* It uses the output of one LFSRA to cantrel the  « |n Rueppel's generator,when the output of the
clock of another LFSA.

. LF5R is O,the LFSR is clocked 'd' times,
* The clock Input of LFS8-2 is coptrolled by the i :
output of LESR-1,50 that LFSA -2 can change  © When the output of the LFSR is 1,the LFSR is

its state at time ‘t" only if the putput of LFSR-1  clocked 'k' times.
was 1 at time t-1.

» The linear complexity of the generatar is not E
yeb proved in general case,

* But it falls bo a correlation attack, (2Zx2M)
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Additive Fibonacci generators (AFG) are widely used in cybersecurity devices
to generate pscudorandom sequences of bits or numbers. By itself, such a
generator is not cryptographically strong, Nevertheless, using it is fundamental
to create a completely secure and resistant cryptanalysis algorithm.(2M)

Fish is an additive generator based on techniques used in the shrinking generator
At produces a stream of 32 bit words which ccan be XORed with a plaintext
stream to produce ciphertext,or XORed with a ciphertext stream to produce
plain text.The algorithm is named as it is because it is a Fibonacci shrinking
generator. (2M)

NANOTEQ:

* Nanoteq is a South African ¢lectronics company .

*  This is their algorithm that has been fielded by the South African police to
encrypt their fax transmissions and for other uses as well.

* Ituses 127 bit LFSR with a fixed feedback polynomial; the key is the initial
state of the feedback register. P

* The 127 bits of the register are reduced to single key stream bit using 25
primitive cells,

*  Each input of the function is XORed with some bit of the k&y.

*  There is also a secret permutation that depends on the particular implementation
.This algorithm is only available in hardware (2M)

*  RAMBUTAN: It has 112 bit key and can operate in three modes ECB, CBC and 8 bit

CFB.This strongly indicates that it is a block algorithm, but rumours peint
elsewhere.

* Itis LFSR streamcipher.

* it has 5 shift registers cach one of a different length around 80 bits.

*  The feedback polynomials or family sparse with only about 10 taps each.

*  Each shift register provides for inputs very large and complex non linear
function which eventually spits out a single bit.(2M)
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