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K. S. INSTITUTE OF TECHNOLOGY

VISION

“ To impart quality technical education with ethical values, employable skills and

research to achieve excellence”.

MISSION

e To attract and retain highly qualified, experienced & committed faculty.

e To create relevant infrastructure.

o Network with industry & premier institutions to encourage emergence of new ideas by
providing research & deVelopment facilities to strive for academic excellence.

» To inculcate the professional & ethical values among young students with employable

skills & knowledge acquired to transform the society.



K.S. INSTITUTE OF TECHNOLOGY

DEPARTMENT OF ELECTRONICS & COMMUNICATION ENGINEERING

VISION:

“To achieve excellence in academics and research in Electronics & Communication

Engineering to meet societal need”.

MISSION:

e To impart quality technical education with the relevant technologies to produce industry
ready engineers with ethical values.
e To enrich experiential learning through active involvement in professional clubs

&societies.
e To promote industry-institute collaborations for research &development.



K.S. INSTITUTE OF TECHNOLOGY

DEPARTMENT OF ELECTRONICS & COMMUNICATION ENGINEERING

PROGRAM EDUCATIONAL OBJECTIVES (PEO’S)

PEO1: Excel in professional career by acquiring domain knowledge.

PEO2: To pursue higher Education & research by adopting technological innovations
by continuous learning through professional bodies and clubs.

PEO3: To inculcate effective communication skills, team work, ethics , entrepreneurship skills and
leadership qualities.

PROGRAM SPECIFIC OUTCOMES (PSO’S)

PSO1:Graduate should be able to understand the fundamentals in the field of Electronics &
Communication and apply the same to various areas like Signal processing, embeddedsystems,
Communication & Semiconductor technology.

PSO2:Graduate will demonstrate the ability to design, develop solutions for Problems in Electronics
& Communication Engineering using hardware and software tools with social concerns.



K S INSTITUTE OF TECHNOLOGY
PROGRAM OUTCOMES (PO’S)

Engineering Graduates will be able to:

PO1

PO2

PO3 :

PO4 .

POS

POG6 :

PO7 :

PO8

:Engineering knowledge: Apply the knowledge of mathematics, science, engineering

fundamentals, and an engineering specialization to the solution of complex
engineering problems.

Problem analysis: Identify, formulate, review research literature, and analyze
complex engineering problems reaching substantiated conclusions using first
principles of mathematics, natural sciences, and engineering sciences.

Design/development of solutions: Design -solutions for complex engineering
problems and design system components or processes that meet the specified needs
with appropriate consideration for the public health and safety, and the cultural,
societal, and environmental considerations.

Conduct investigations of complex problems: Use research-based knowledge and
research methods including design of experiments, analysis and interpretation of
data, and synthesis of the information to provide valid conclusions.

Modern tool usage: Create, select, and apply appropriate techniques, resources, and
modern engineering and IT tools including prediction and modeling to complex -
engineering activities with an understanding of the limitations.

The engineer and society: Apply reasoning informed by the contextual knowledge
to assess societal, health, safety, legal and cultural issues and the consequent
responsibilities relevant to the professional engineering practice.

Environment and sustainability: Understand the impact of the professional
engineering solutions in societal and environmental contexts, and demonstrate the
knowledge of, and need for sustainable development.

Ethics: Apply ethical principles and commit to professional ethics and
responsibilities and norms of the engineering practice.



PO9 :Individual and team work: Function effectively as an individual, and as a member
or leader in diverse teams, and in multidisciplinary settings.

PO10 :Communication: Communicate effectively on complex engineering activities with
the engineering community and with society at large, such as, being able to
comprehend and write effective reports and design documentation, make effective
presentations, and give and receive clear instructions.

PO11 ;Project management and finance: Demonstrate knowledge and understanding of
the engineering and management principles and apply these to one’s own work, as a
member and leader in a team, to manage projects and in multidisciplinary
environments.

PO12: Life-long learning: Recognize the need for, and have the preparation and ability to
engage in independent and life-long learning in the broadest context of technological
change.



K.S. INSTITUTE OF TECHNOLOGY, BANGALORE - 560109
DEPARTMENT OF ELECTRONICS & COMMUNICATION ENGINEERING
ACADEMIC YEAR 2023-2024 EVEN SEMESTER

CO-PO MAPPING WITH JUSTIFICATION

Course: CRYPTOGRAPHY Course Code:21EC642 Type: Elective

Course In charge: Dr P N Sudha &

Mivs, Banseeilia V Academic year: 2023-24

No of Hours per week

(Lecl‘;l?;cezogass) Prachcal/igisigg;rkmllled Total/Week Total teaching hours
4 1 5 50
Marks
Internal Assessment Examination Total Credits
50 50 100 3

Aim/QObjective of the Course:
This Course will enable students to:

1. Enable students to understand the basics of symmetric key and public key cryptography.

2. Equip students with some basic mathematical concepts and pseudorandom number generators required
for cryptography.

3. Enable students to authenticate and protect the encrypted data.

4. Enrich knowledge about Email, IP and Web security.

Course Learning Outcomes: Bloom’s Level
After completing the course, the students will be able to,

Examine the Fundamental concepts of number theory & finite field and | K4[Analysing]

21EC642.1 ’ . .
apply the same for simplification.

Inspect the concepts of Symmetrical ciphers and design security system | K4[Analysing]

AL B using symmetrical cipher algorithm

Interpret various concepts of number theory and amalyze cryptographic | K4[Analysing]
21EC642.3 | a]gorithm using these concepts.

Infer the prominent techniques used for public-key cryptosystems and | KS[Evaluating]
21EC642.4 | Asymmetric Cipher schemes and evaluate the same.

Study Pseudo-Random-Sequence Generators and Stream Ciphers & design | K4[Analysing]

21EC642.5 ;
the same. :

Syliabus Content:

Module 1: co1
BASIC CONCEPTS OF NUMBER THEORY & FINITE FILELDS: Divisibility and division 8 hrs
algorithm, Euclidean algorithm, Modular arithmetic, Groups, Rings and Fields, Finite fields of | POI1-3

the form GF(p), Polynomial arithmetic, Finite fields of the form GF(2™) PO2-2

. A PO3-2
LO: At the end of this session the student will be able to, PO4-3
1. Use division algorithm for various application PO9 -3
r A Use Euclidean algorithm to find GCD ' POI11-2

3 Explain the various terminologies like Group, Ring and Field . PO12-2




PSO1-2

* PSO2-2
Module2 CO2
Introduction: Computer Security Concepts, A model for Network Security. 8 hrs
Classical Encryption Techniques: Symmetrical cipher model, Substitution techniques, | PO1-3
Transposition techniques PO2-3
PO3-2
LO: At the end of this session the student will be able to PO4-3
1. Understand the Computer Security Concepts PQO9 -2
2. Explain and use various classical encryption techniques PO11-2
PO12-2
PSO1-2
PSO2-2
Module 3 ;j hOl‘SS
Block Ciphers: Traditional Block cipher structure, Data Encryption standard, The AES PO1-3
cipher. ; : PO2-3
More on number theory: Prime numbers, Fermat’s and Euler’s theorem, Discrete PO3-3
logarithm PO4-3
" : . PO9 -2
LO: At the end of this session the student will be able to, PO11-2
1. Understand and analyze the working of DES and AES algorithm.
p . iy . PO12-2
2. Apply Fermat’s & Euler’s theorem for finding inverse mod function. PSO1-2
PSO2-2
Module 4 CO4
ASYMMETRIC CIPHER 8 hrs
Principle of public Key cryptosystem, Principles of Public-Key Cryptosystems: The RSA PO1-3
algorithm, Diffie - Hellman Key Exchange, Elliptic Curve Arithmetic, Elliptic Curve p 02:3
Cryptography PO3.2
: . . PO4-3
LO: At the end of this session the student will be able to, POY 2
1. Explain public key algorithms B
: PO11-2
2. Analyze the RSA algorithm “ PO12-2
3. Analyze Diffie - Hellman Key Exchange
4. Understand Elliptic Curve Arithmetic - - P50L-2
' PSO2-2
Module 5: PSEUDO-RANDOM-SEQUENCE GENERATORS AND STREAM
COs
CIPHERS:
8 hrs
Linear congruential Generators, Linear Feedback Shift Registers, Design and analysis of stream gg;:}
ciphers, Design & analysis of Stream ciphers using LFSRs, AS algorithm, Hughes XPD/KPD, .
Lt A PO3-3
Additive generators, Gifford generator, PKZIP PO4-3
LO: At the end of this session the student will be able to, :
P ocy g y PO9 -2
1. Explain Linear Feedback Shift Registers PO11-2
2. Design and analysis of stream ciphers
. A . : PO12-2
3. Design & analysis of Stream ciphers using LFSRs PSO1-2
4. Explain AS algorithm, Hughes XPD/KPD, Additive generators, Gifford generator, PSO2-2

PKZIP




PSO1: Graduate should be able to understand the fundamentals in the field of
Electronics & Communication and apply the same to various areas like Signal
Processing embedded systems, Communication & Semiconductor technology.

PS0O2: Graduate will demonstrate the ability to design, develop solutions for Problems in
Electronics & Communication Engineering using hardware and software tools with social concerns

CO PO mapping for the events conducted after gap identification

SI. | Gap Activity Planned to fill the gap | CO Relevant PO Mapping
No. | Identification

1 PO4- PO12 Mini Project & Presentation CO01, C0O2, CO3, CO4, CO5 | PO4, PO9Y, POI10, PO11,
PO12

CO PO MAPPING DETAILS FOR CRYPTOGRAPHY

co Bloom | PO | PO | PO | PO | PO | PO | PO | PO | PO | PO | PO | PO12 | PSO1 | PSO
21EC642 ’s 1 2 3 4 5 6 i 8 9 10 11 2
21EC642.1 | K3 CHN A A R D P R _ 2 2
21EC642.2 K3 3 3 2 . i _ _ _ - _ _ _ 2 2
gEceRs | k5 | 2| Y | Y| ==l =|=|=]|=1=]=1] = 2
21EC642.4 | K3 303 2 oo 22 _ 2 2
AEC6425 | K5 | S | 3 3 T T T T T T T - 2 ’
———— 3 2824 _ | _ | _ | _ 1T _1T_ T - > )

CO PO MAPPING DETAILS FOR CRYPTOGRAPHY: WITH CONTENT BEYOND SYLLABUS

21EC642 ’s 1 |2 | 3| 4|56 | 7|8 ]9 |10 |11
L axwal
2 2 2
21EC642.1 | K3 3 2 2 03| 0 1 1 |3 2 2
2EC6422 | K3 | 3 | 3 |.2 0 _ | | | . _|? _ - <
EC6423 | ks | 3 | 3 | 3| ¥ |- - | - 2|2 2 2 2
2ECe424 | K3 | 3 | 3|2 |3 | _ | _ | _|_|3|?2%|¢? 2 2 2
21EC642.5 | K5 3 (313 _ | ~-1-/~]8]27]z2 2 2 .
21EC642 3 [ 2824 2 .
Strength for = - o 2 2
Content .
Beyond 3 3 2
Syllabus 2 2
activity:

miniproject

21EC642 3 28 | 24 3 - - - - 3 2 2 2 2 2




Text Books:
e William Stallings, “Cryptography and Network Security Principles and Practice”,
Pearson Education Inc., 6th Edition, 2014, ISBN: 978-93-325-1877-3
e Bruce Schneier, “Applied Cryptography Protocols, Algorithms, and Source code
in C”, Wiley Publications, 2nd Edition, ISBN: 9971-51-348-X.

Reference Books:

e Understanding Cryptography - A Textbook for Students and Practitioners, Paar, Christof,
Pelzl, Jan, Springer (2010).

e Cryptography Engineering: Design Principles and Practical Applications, Niels
Ferguson, Bruce Schneier, Tadayoshi Kohno, Wiley (2010).

e Cryptography: Theory and Practice, Third Edition, Douglas R. Stinson, CRC Press
(2005).

e 4. Cryptography: A Very Short Introductlon Fred C. Piper; Sean Murphy, Oxford
University Press (2002)..

Useful websites:
e https:/learncryptography.com/

e www.cryptolab.us/
e https://cryptopals.com

Useful Journals
e Journal of Cryptology

e International Journal of Applied Cryptography
e International Journal of Cryptography and Security

Teaching and Learning Methods:
1. Lecture class: 40 hrs.
2. Self-study: Shrs.
3. Field visits/Group Dlscussmns/Semmars Shrs.

Type of test/examination: Written examination:
Continuous Internal Evaluation (CIE) : Total 100 marks from under mentioned
components will be scaled down to 50 marks

e 3 CIE for 20 marks each (Total three test marks for 60 will be considered)

e 2 Assignments each of 10 marks '

e 1 activity of 10 marks
Semester End Exam(SEE) : 100 marks (students have to answer all main questions)
Test duration: 1 hr
Examination duration: 3 hrs

CO - PO MAPPING

PO1: Science and engineering POG6: Engineer & Society
Knowledge PO7: Environment and Sustainability
PO2: Problem Analysis PO8: Ethics

PO3: Design & Development PO9: Individual ‘& Team Work
PO10: Communication
PO4: Investigations of Complex PO11: Project Management & Finance
Problems PO12: Life long Learning
POS5: Modern Tool Usage




— ey

1

COi: Exanﬁ"ne the Fundamental Concepts, Principles of Ciassical Enéryption’ Techniques and Design the same.

1. |CO1 1 The students will able to gain 3 Keywords Are |
Mapped Hence

e Knowledge Of Mathematics . Strength Is 3
e Knowledge In Specific Engg. Problem & To Find Solution

2 2 The students will able to 2
e Identify
e Formulate
e Analyse Complex Engineering Problems

3. 3 The students will able to 3
e Design Solutions for Public Health & Safety
e Design Solutions for Cultural & Societal Issues.
e Design Solutions for Environmental Considerations

4. 4 The students will able to 3
e  Design Of Solution for Complex Problems
e  Analysis Of Problems.

5 9 The students will able to work effectively in multidisciplinary as 3
e Individual
e InaTeam

6 The students will able to Communicate effectively by 2

10. e  Write Effective Reports

o Effective Presentations

7 11 [The students will able to gain the knowledge and understand 2
e  Engineering principles
e Management of projects in a team

8 12 [The students will able to engage in knowledge upgradation through 2
e Independent learning
e Lifelong learning

9 PSO1 (The students will able to understand the fundamentals of ECE in 2
e  Signal Processing
e Embedded systems
e Communication
e  Semiconductor Technology

10 PSO2 The students will able to gain the knowledge to 2

. Design a tool for societal concern
. Develop solutions for hardware/software tools
CO2: Examine the concepts of Symmetrical ciphers and determine is working function
CcO2 1 [The students will able to gain the 3

11 e Knowledge Of Mathematics
e Knowledge Of Science, B o "
¢ Knowledge In Specific Engg. Problem & To Find Solution

12 2 [The students will able to E
e Identity
¢ Formulate
e Analyse Complex Engineering Problems




14

15

w2

The students will able to

Design solutions for public health & safety
Design solutions for environmental considerations

4  [The students will able to

Design of solution for complex problems
Analysis of problems
Synthesis of solution for complex problems

9  [The students will able to work effectively in multidisciplinary as

Individual
In a Team

16

10.

The students will able to Communicate effectively by

Write Effective Reports
Effective Presentations

11

The students will able to gain the knowledge and understand

Engineering principles
Management of projects in a team

18

12 The students will able to engage in knowledge upgradation through

Independent learning
Lifelong learning

PSO1 [The students will able to gain the knowledge in the fundamentals of ECE in

Signal Processing
Embedded systems
Communication
Semiconductor Technology

8]

20

PSO2 The students will have the ability to

Design a tool for societal concern
Develop solutions for hardware/software tools

CO3: Interpret variou

s concepts of number theory and design cryptographic algorithm using these

concepts.

21

e

CO3

1

The students will able to gain the

Knowledge Of Mathematics

Knowlédge Of Science,

Knowledge In Specific Engg. Problem & To Find Solution

w

22

The students will able to

Identify

Formulate

Analyse Complex Engineering Problems

23

The students will able to gain
Design solutions for public health & safety
Design solutions for environmental considerations

24

The students will able to

Design of solution for complex problems
Analysis of problems

Synthesis of solution for complex problems

w2

25

9 |The students will able to work effectively in multidisciplinary as

Individual
In a Team

8]

26

10.

The students will able to Cmnmunicate effectively by

Write Effective Reports
Effective Presentations




The students will able to gain the knowledge and understand
Engineering principles
Management of projects in a team

28

12

The students will able to engage in knowledge upgradation through

Independent learning
Lifelong learning

29

PSO1

The students will able to gain the fundamentals of ECE in
Signal Processing

Embedded systems

Communication

Semiconductor Technology

30

PSO2

The students will able to gain the ability to
Design a tool for societal concern

evaluate

CO4: Examine the prominent techniques used for public-key cryptosystems and Asymmetric Cipher schemes and
the same.

31

CO4

1

The students will able to gain the

Knowledge Of Mathematics

Knowledge Of Science,

Knowledge In Specific Engg. Problem & To Find Solution

The students will able to

Identify

Formulate

Analyse Complex Engineering Problems

w
(U]

(O]

The students will able to
Design solutions for public health & safety
Design solutions for environmental considerations

The students will able to gain

Design of solution for complex problems
Analysis of problems
Synthesis of solution for complex problems

35

The students will able to work effectively in multidisciplinary as

Individual
In a Team

36

10.

The students will able to Communicate effectively by

Write Effective Reports
Effective Presentations

37

1T [The students will able to gain knowledge and understanding

Engineering principles
Management of projects in a team

38

12 [The students will gain the ability to engage in knowledge upgradation through

Independent learning
Lifelong learning

39

PSO1 [The students will able to gain the knowledge in the fundamentals of ECE in

Signal Processing
Embedded systems
Communication
Semiconductor Technology

40

PSO2 [The students will able to gain the ability to

Design a tool for societal concern

Develop solutions for hardware/software tools




COS: Examine Pseudo-Random;Sequence Generators anztri‘ Stfeam Cibhers & Design the same.

41 |CO5 1 [The students will able to gain 2 Keywords Are
e Knowledge Of Mathematics Mapped Hence
*  Knowledge In Specific Engg. Problem & To Find Solution Strength Is
3
42 2 [The students will able to 3
o Identify
e Formulate
e  Analyse Complex Engineering Problems
43 3 [The students will able to 3
e Design Solutions for Public Health & Safety
e Design Solutions for Cultural & Societal Issues.
e Design Solutions for Environmental Considerations
44 4 [The students will able to 3
e Design Of Solution for Complex Problems
e Analysis Of Problems.
45 9  [The students will able to work effecti.vely in multidisciplinary as 2
e Individual
e InaTeam
46 11  [The students will able to gain the knowledge and understanding in 2
e Engineering principles
e Management of projects in a team
47 12 [The students will have the ability to engage in knowledge upgradation through 2
e Independent learning
e Lifelong learning
48 PSO1 [The students will able to gain the knowledge in the fundamentals of ECE in 3
e Signal Processing
e Embedded systems
e Communication
e Semiconductor Technology
49 PSO2 [The students will able to gain the ability to 3
. Design a tool for societal concern
. Develop solutions for hardware/software tools
| \/’

Sighature of Course In-charge Signature of Module Coordinator Signature of HOD ECE
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K. SINSTITUTE OF TECHNOLOGY, BENGALURU-560109
DEPARTMENT OF ELECTRONICS & COMMUNICATION ENGINEERING
TENTATIVE CALENDAR OF EVENTS: VI EVEN SEMESTER (2023-2024)
SESSION: APRIL TO JULY 2024

*

\ i ] ‘ » 4 - 4 - ® 4 2114 b iy 5
| | M”Ri w0 | 30 - g ¥ C fmfnymwmwm of Vi sem
| MAY 1+ May Day
j . 110 - Busava Jayanthi
\ iy T ; 5 & o
ol L B o B injs 11- Friday Time Table
17 P
O Y 3 % :
MAY | sl w TA
‘ ag 24th May Technical Talk on Logical ‘
4 IMaAY| el 22w 6 125 Monday Time Table Thinking and Problem solving Under IETE,
TA IEEE, IEL, ISTE
k3 5 |29 « First Faculty Feed Back
( e W 1 % . ) ) F——
. . @ thi‘,} BV | ASD |¥FBI. 6 ? 8 6 {8 Monday Time Table
’ 14th lune Industrial Visit Under [ETE, [EEE,
TOUNE, W {11123 5 1B ISTE
15th June Marathan Under JEEE
17- Bakrid . 22nd June Workshop on Baisc knowledge on
2 JJUNE 11912 ) 21 22 5 Drone Mechanism Under Garut Aurabotics
' 22« Wednesday Time Table Club
yoowpl A ' 24th June Technical Talk on Microstrip
PIANEI R B 6 Antenna under [ETE
'g{} J{ﬁ # i 3 1 5 ) * x
. LY av |asplrEga| 5 |3* - First Faculty Feed Back
i JJULY & L I LI A 12 1 13 6 |13« Friday Time Table 13th July Alumini Talk Under IEEE
12 1JULY) 15 ) 18 : 18 4 117- Last Day of Moharam
;\\
< 3 |31* - Last Working day
| Total Number of workmg days( bxcludm& ho lidays and l‘csts)~‘52> —
| {Holiday Monday 12
| Blue Book Tuesday 12
| Tests 1,2,3 Wednesday 11 .
; Attendance & e i
Sessional Display ‘
Declared Holiday Friday 12
Lab Test 58
| Test attendance
: - o : C
; , : }u. ”\W/ v
HEAD OF THE BEPARTIENT | PRMC%F’AL/’
‘zpi. of Electronics & Con, Mmuinication Engy, RINCIF? \
K.S. Institute of Technolg i K.S. INSTITUTE OF TECHNOLOGY
Béngd ury - 559 1 09 9y BENGALURU - 560 109.

o




K.S. INSTITUTE OF TECHNOLOGY, BENGALURU-560109
TENTATIVE CALENDAR OF EVENTS: VI EVEN SEMESTER (2023-2024)
~ SESSION: APRIL TO JULY 2024

Day
Week
No Auntl Mon Tue Wed Thu Fri

Days Activitics

APR/ . 29*% -Commencement of VI sem
1 MAY 29% 30 2 3 4 I- May Day
8 N 10 - Basava Jayanthi
2 ['MAY | 6 7 8 | 9 5

I'T- Friday Time Table

|VB)

MAY 13 | 14 15 16 |17 TA

4 | MAY 20 21 | 22 23 24 125TA| 6 |25- Monday Time Table

& MAY/
5 | juse |27 T1(28 T1|29T1| 30 | 31

5 |29 - First Faculty Feed Back

6 | JUNE | 3 pv 4AsD | 5*FFB1| § 7 6 |8- Monday Time Table

7 |JUNE | 10 11 12 13 14

JUNE
8 B 22- Wednesday Time Table

19 1-:20 |'21 | 22 | 5 [17-Beknd

9 | JUNE 26TA |27T2|28T2 | 29T2 6

e

10 | JULY | 1BV | 2ASD |3* FFR? 4 5 3* - First Faculty Feed Back

11 | JULY 8 0 12 3 6 |13- Friday Time Table

12 fsuey | 15 | 16 19TA [0 D1t

17- Last Day of Moharam

13 | JULY | 22T3 | 23T3 | 24T3 | 2507 | 2617

14 1 JuLy | 29T | 30 31*

(U8}

31% - Last Working day

Total No of Working Days 1 71
Total Number of working days ( Excluding holidays

and Tests)=358
H Holiday

Monday 12

BV Blue Book Verification

& 5 | Tuesday 12 ‘ ‘ -

| T1T2,T3 [Tesis 12,3 Wednisday 11 drﬂw ‘
2 Altendance & Session 7/%

ASD Display , Thursday 1 ) /t (/( / Z

-\_I: '[' M Friday 2 « ™ PRINCIPAL
T ab Tes D '
Tm L Total | 58 |KS.INSTITUTE OF TECHNOLOGY

TBENGALURU - 380 169, ~




K.S.INSTITUTE OF TECHNOLOGY

DEPARTMENT OF ELECTRONICS & COMMUNICATION ENGG.
LIST OF STUDENTS STUDYING IN VI SEMESTER ( B SECTION)

FORTHE ACADEMIC YEAR 2023-24 (EVEN SEMESTER)

SL. NAME OF THE | Gen @ Student Phone NAME OF Father Mother
NO a STUDENT dey | D9t of Birth EMAIL_ID No THE FATHER | Phone No Fiothice Phone No Address
#8/16 j g jayakumar h
rajwalrock9019@gm DAKSHINA CHANDRAKAL regalaisiol T s maln
1 |1KS21EC062 PRAJWAL D Male |12-05-2003 p' ] 9 9019104400 9008332873 6362532232|pipe line road
ail.com MURTHY A . :
shakambarinagar jp
nagar 1st phase
Guttalahunase village
2 |1KS21EC063 |PRAIWAL GV Male |21-1-2004  |Préjiuprajwalgv@gmai 6363264894| CCRABHADR 9740756633 |SUMITHRA 8296330594|2"d Post maralavadi
l.com E GOWDA hobli kanakapura taluk
ramanagara district
#D-14 keb quartres N R
SIDDALINGAIL PUSHPA Y
3 |1KS21EC064 PRAJWALH S Male |06 03 2003 prajjuakir@gmail.com 8197043039 AH 9742829320 LATHA 8310444025|Tyagarajnagar
basvangudi
Banglore
#72,Ramakrishnappa
building, rajivi Gandhi
4 |1KS21EC065 |PRAJWAL R male loz-07-2003  |PrEIWalrece202)@ksit 9148190655| A MACHANDR | 06401153 |vaRALAKSHMI | 9535067746|7039/Naidu .
.edu.in A layout,jaraganahalli,JP
nagar post ,Bangalore
560078
PRATHAM R prathamshanbhag333 RAMANATH D ROOPA R #13 1st cross 1st main
5 |1KS21EC066 SHANBHAG Male {03-03-2003 @gmail.com 8431092728 SHANBHAG 9945639066 SHANBHAG 9740141715 sudham nagar blore 27
rayagsingh2003@gm SEERRES MEENA :upgsai;zdt(j)yBﬁ:IrSeSB
6 |1KS21EC067 |PRAYAG SINGH S |Male [07-12-2003  |Prayadsing 3 7676106160|NARAYAN 9880102048 9448032636(°PP
ail.com KUMARI quarters kanakpura
SINGH
road Banglore-62
Brestbanaowia s Anjeneya temple , rice
7 |1KS21EC068 PREETHAM M Male |30-08-2003 £ \ _a 9 6364607169|MAHESHA P 9901335547|SHAILAIA 9880509326|mill road , ambedkar
Darall.em nagar , kanakapura




#13, 2nd Cross,
8 |1KS21EC069 |PREKSHA S Fem |53 0g-2003 |Preksha03082003@g 9036423382 V H SWAMY 9845541165|SARITHA D R | 9611620504|C0ViNdappa layout,
ale mail.com Jaraganahalli, J P
Nagar, Bangalore-78
#51, 9th main road,
9 |1Ks21EC070  [PUNITH M Male |04-07-2004  [Pruthvipuni3s@gmail. 7537654558| 1A ULNATH. 9880425406|SUNITHA ST Ay SR g,
com P kumarswamy layout,
bengaluru 560078
10 |iksa1Eco7s  |RAGHAVENDRA 1. |15 042003 |raShavendrapujar0d@|  g904150960|NARAYANA 9739270399|SUNANDA 8970492778|R K Nagar bellatti
NARAYAN PUJAR gmail.com
Block 16 001
11 |1KS21EC072  |RAKSHITH S male |17-06-2003  |rakshith1317@gmail.ci  gaz5,61975|SHASHIDRAR | gg45704440|REKHA R ePamaEsaR] D hara FESidentisl
om GS -~|lenclave mylasandra
kengeri
12 |1ks21ec073  |RAKsHITHA MR |Te™ |04-01-2004 rsbiiieradramupie 7795896828 RUDRAMUNI 9731932381 |NGARRIAMM | o 200607864 2ra1E (V) kanakapura
ale gmail.com A (t) ramanagara (d)
RJ #29, Near Gopalan
RAYADURG JOISH |Fem  AE rjshriya499@gmail.co . R.] Sanskriti, Krishna
13 [1KS21ECO74  |ojnovn o [27-05-2004 |7 6305219266 JAAYATHEERTH 7013808016| ~ \\viaca | 7013859945\ 20
Bangalore
#60, Billvaradhalli, Next
14 |1ks21Eco75  |REMAMAN Male |30-09-2004  |reh@manshariffd5@g 8310255473 |SHAFIULLA sopanaE LA RarVE BAND | Eacostigye]™ oW winiws Sehil,
SHARIFF mail.com BG Road, Banglore-
560083
; ; #124Vinayaka street
15 |iksz1ecoze  [RITESHKUMAR [ 1og.09-0002  [Fitheshkumarsinhal23) g6 5035335 MANO, +91947223137 lp1NA SINHA | 9731830382|near tiles factory
SINHA @gmail.com KUMAR SINHA |7
d kanakpura
#18 sarakki jp nagar
—_ : 1st phase behind
16 |1KS21EC077  |RITHIKA M Zfem 24-10-2002 ;th‘kal%o@gma”'co 7899004683|MANJUNATH S| 8197392110 \S/UBHASHINI 7619672110|anjaneya temple 3rd
main 12th cross
Bangalore 78
) #03, manjunath colony
17 |1KkS21EC078  |S HARI DHANUSH |Male {03-03-2004 :;acr(')‘:]:‘anusmy@gma 8618922395|SARAVANAN 8884558418|SHANTHI 7411546683 |chenanamkere
’ Bangalore




shajithali04@gmail.co

Nitesh Ceasas Palace ,
B1104, Bangaalore
Municipal Corporation

18 |1KS21EC080 |S SHAIITH ALL  |Male {15-07-2003 7975376909|SIRAJUDEEN 9900029602 |A.SHAMEEM 9632390399
m Layout , Kanakapura
Main Road, Vajarahalli,
Bangalore -560062
Guttalahunase village
19 |1KS21EC081 |SAGARG S Male |22-06-2003  |5292rgs203@gmail.co 7204647563| >~ THYA 9972811616|GEETHA EiEAEEs S Aot maralavadl
m MADEVA. G. K hobli kanakapura taluk
ramanagara district
cairahulna61@gmail.c N 6th ward sriramnagar,
20 |1KS21EC082  |SAI RAHUL N Male |02-10-2003 SR 6363375378|VENKATARAM 6363375378|N MADHAVI 7026651613 |taluk: Gangavathi,
E om 5 i
ANA district:Koppal - 583282
No 144 allamaprabhu
21 |1ks21ecoss  |SAMHITHA Fem |5.09-2003 |s2Mhithaprakash05151 5353381280 |PRAKASH G M | 9481037085[MANJULA M.S | 9900277671 rear aRUHEREE A
PRAKASH ale @gmail.com gavipuram Bangalore-
19
#46, 4th A cross, M.S
22 |1KS21EC084  [SANJANA V Fem |/, og-o003 [s20janadowdav46@q 7892240241[C K 98450495165 BHAGYA 9066779915|-2Yout, near Royal
ale mail.com VENKATESH Enfield Garage,
Yelachenahalli
#10,13th cross bendre
23 |1KS21EC085  [SANJAY G Male |26-04-2003  |s2niaygowdagme2@g 8296649992|GOPAL S 9740077041|MALA G 9980782032|"292r kadeirenahalli
mail.com circle , Banashankari
2nd stage, banglore 70
SREE BASAVESHWARA
. . NILAYA GADDE BAYALU
24 |1KS21EC086  |SANJAY N Male |13-11-2002 Z?I”iz:'nnsanJUOOZ@gm 8147203868 SAGARAJAIAH 0448660777|KUSUMAHS | 9141410149|CM EXTENTION
‘ KYATHASANDRA
TUMAKURU
sanj e algs82@ #%, 1At
25 |1ks21EC087  |SANIAY P Male |10-1-2004 ol e 9008112369|PERUMAL G 9036248582|SUMATHI P 9740320106 |cross, ittamadu, bsk 3rd

gmail.com

stage Bengaluru 560085




SATHYAM KUMAR

sathyamkumar333ma

SANJAY

#473, 4th A cross,
gururaja layout, behind

26 |1KS21EC088 [0 oiie Male [30-11-2002 [>T 8618306717 mmiL 9448509333 |PREMALATHA | 9353573935(0, 4 o oc-circle,
Bengaluru 5600 28
57 |iks21EC089  |SHAIK ARFATH  |Male [9-5-2003 Shatiariin, Jeasegs go51842434|VASEER 9945215029| ARZANA oy asEyate] DY sl Yaddyane
ail.com PASHA BANU turuvekere town
Chikkapura,
28 |1kS21EC090 |SHASHANK CU  |Male |24-04-2003 :‘laf:;”kcuzom@gm 8088764423|UMESH CP 9964016895|SAROIA 9964016895|muttugadahalli (post),
: Turuvekere, tumkur
y 20/a panchamukki
29 |iks21ecoor  |SHREVAS Male |28-00-2003  |Shreeraghuo@gmail. | gg45341036| VDAY KUMAR | 9901095133|SUIATHA KR | 9945349686|nilaya Uttarahalli
RAGHAVENDRA V com BR
Bangalore 61
Door No,302, #378/1,
SIRI ENCLAVE
Fem shwethashwe276@gm APARTMENT, 2ND
30 |1KS21EC092 |SHWETHA V Fem l27-05-2003 20T 9945815416|N VEDIAPPAN 9844185416|R RAJESWARI | 9606555416| pics NANJUNDAIAH
LAYOUT, BEGUR,
BANGALORE 560068
S4 S &S platinum
SINDHU M Fem ey sindhumn2155@gmail MALLIKARJUN apartment kalegowda
31 |1KS21EC093 ¥ ven T 112003 P 9663783040\ 1o 9008821416|BHARATHI 990041576221 0 it RR Nagar
Bangalore 560098
15th cross ,near bright
32 |1ks21ec09s *|spoortHY MU |TS™ |06-04-2003 Www.spoorthym.ugow | 7544973489|UMESH.M oasss54371|BHAGYA KK | 96862014893 Schook
ale da@gmail.com gowdanapalya, banglore
61
#16, 6th cross, 5th
33 |iks21Ec096  |SriLaksHMIG | o™ |04-02-2003 srifakshimig2 29 @grmal 6366011255|GANESH R 9448513599|VIDYA G senEzIaEAn] iy S Layoul,
ale |.com Konanakunte, Bangalore
-§2
954, "anugraha”,12th
34 |1ks21eco07  |srprivaHG | TS |01-01-2003 sripriyagopall@gmail-| 5760685298 |GOPAL HS 9916754622 |KAMAKSHI VG | 9886411954|CT05532t Main 3P
ale com Nagar 1st phase

Bangalore 560078




#41/1sai brindavan

35 [1KS21EC098  |SUMUKH P Male [29-12-2002 figﬁkhSGOOeo@gn““ 9844052673 |PRAKASH Y G 9741525571|ROOPA B N 9844744761 enclave channasandra
1 Bangalore
; H kothanuru village
36 |1KS21EC099  |SUNEETHA gi;‘ 16-04-2003 ftgif”mzoozq©x"“m 8792320048 aﬁSQSIDDEGO 9731172310|LAKSHMI 9731265040|&post ,kanakapura (t)
T —= ramanagara (d)
Fem sunehas5678@gmail.c #1G52/F, 1P megar, 2ud
37 |1KS21EC100 [SUNEHA S ale |13-08-2003 [ L 9880812429 |BL SURESH 9845001549|GN SUNITHA | 9880812429|phase , 16th B main,
banglore 560078
: #569,69th cross, Kumar
38 |1KS21EC101  [SUPREETH A Male |07-09-2003  [2SUPreethi7@gmail.c 73383193075 HOK 7760608544 |SHILPA 9008229833[Swamy Layout,
. om KUMAR.G
Banglore 560078
39 |1KS21EC102 |SURABHIKR  |"°™ |19-04-2003 |Suhasking007@gmail.| 00003000 RaMU K K 9620045158{SUDHAMS | 7676003022| P Ngar 6th phase 8th
ale com cross Bangalore 78
67/2 (45/2),Shri
Krishna dhama
SUSHEN s sushenkrishnapur@g ARAVIND P VEENA R Rajashekar tent road
40 |1Ks21EC103 [P0 o o Male [10-02-2003 [N I5TLEOOTEE oo s o o 9741381172| -0 9535187566|( L v pura nost
brindavan layout
Bengaluru-61
#101, Srushti Swara
apartment, Durga nagar
41 [1KS21EC104  [TARUN M Male |09-07-2003  [tarunmgowda007@g 7619538524|MANJUNATH.B|  9740023125|SHOBHAMANI | 9538982319|!2Y0ut: Krishna garden
mail.com Road, RV College Post,
Mylasandra, Bangalore -
59.
No 90, 1st main,
Fem e tejashreenagaraja5@g Vs Kanaka layout ,
42 |1KS21EC105 |TEJASHREE N ala [05-11-2002 | S2ERTEC 91484895671 = o 973127492 |NALINA K 98452001992 2 ari and stage
, Bangalore -560070
Pipeline road
43 |1KS21EC106 |THARUN K V Msle {17-01-2004 [PRrenlvicju@gmal.c 81 FeEwasy|  CIAIESH oE451anAng]s LOORAKAL § e apoyye KUVEIpUNEDELS Sid
om KA A SG cross Kanakapura (

562117)




hukunda(v) Kodihalli

44 |1KS21EC107  [THEJASHV vaile a0 pang | TlpsiRETES2G0mall  gaggoponen VENKATEGOW | g6a65770|SUNPRAMMA | 9380959092 hobli, kanakapura (t)
.com DA HC UK
ramanagara(d)
No. 10/30 Chaithra
nilaya , 9th A main
a5 |iks21ec108  |THUSHAR Male [09-12-2002  |Usharcherian0o@g J619641273|0.M.CHERIAN | 77606701860 aT i 7022009033|Srinivasnagar,
CHERIAN mail.com CHERIAN _
Banashankari 3rd stage
, Bangalore-560085.
Near siddhivinayak
YA K
46 |1KS21EC109 gDA AKUMARS lyale |5-12-2002 l;:jaa"ylézmarzgzgo@g 9353829290|SRINIVAS R 9448172142|GEETHA.S 8904789606 |temple compounder
’ lane hospet
#42, "Shri Rama
Samartha", 3rd Cross,
Fem vaishnaviba374@gmai ik Sharadha nagar
47 |1ks21EC110  |VAISHNAVI B A 10-10-2003 9 8861203655 ANANTHAPAD 0663879058|SHUBHA BV | 9110807592 gl
ale l.com Vasanthapura Main
MANABHA
Road
Bangalore-560061
#gf3, manyatha
: apartment,
ag |iks21ec111  |VARSHA Fem |oc 042003 | 2rshajavakumarc@g 431849840 AYAKUMAR K| 9767436626|DEVIKA ML | 7975642784|pattabhiramaiah street,
JAYAKUMAR ale mail.com M "
mavalli, banglore-
560004
Mirza Badavane
a0 |iks21ec1iz  |VARSHA S Fem |05 01- 2004 |/2rehadavaskar@gma 6362840290|SRINIVAS P 8971987422|VEENA 8861889619|Bandamma Temple
DAVASKAR ale il.com iy
Hiriyur 577598
50 |1kS21EC113  |VARSHITH S Male [19-12-2002 ‘erh'thSh”@gma"'co 6360930497|SRIKANTH.S 9845894540|SHUBHA.S 9008149706 E::;smjram B Bl
. Mukthenahalli, Honnalli
51 |1KS21EC114  |VEERESH K N Male |06-10-2003 ‘éfnereShk"m@gma"'c 8970065970 NAGARAJA K E| 9164023212 EASJESHWARI 0880323422 |tq, Davangere dist,
Karnataka
- widva3g5@gmail.co #28,chennamanakere,m
52 |1ks21EC115 |VIDYAl o 06-12-2003 | ] y grnai. 7019048952|IYYAPPAN.K 9535336076|VIIAYA.I 7411572070|anjunatha colony, bsk
3rd stage,banglore-85
No 52 Sri
s3 |iks2ieciie  |viovarawaLD | [17- 01- 2004 vidyarawal0975@9ma | gg71g46158|" DTEPAK SosTE e R Revial] SETRIgDAGE| T DanTRINE BES
ale il.com RAWAL reliance fresh ittamadu

bglore 61




54

1KS21EC117

Fem

VIDYASHREE R
ale

8-12-2003

vidyashreer812@gmai
l.com

6360986997

RAMAKRISHN
A GOWDA.C

8762413564

PRABHAVATHI

9845564565

19/25, Raghavendra
industrial area , rajiv
gandhi road,
jaraganahalli , jp Nagar,
banglore-560078

55

1KS21EC118

VIJAY YADAV R Male

21-02-2003

vy21230452@gmail.c
om

9741810452

RAMU M

9845902563

MAMATHA.S

7760565623

Dharma raj workshop
road near vani theater
kanakapura

56

1KS21EC120

VYSHAK G R Male

4 -6-2003

Vyshakgr4a0@gmail.co
m

9019443648

RAMU G K

9148133804

GOWRAMMA

7022905325

Thummalapalli,
srinivasapura tq, Kolar
Dt.

57

1KS21EC121

YASHWANTH.M Male

25-11-2003

yashwanth0078147@
gmail.com

+918073899452

M BALI NAIDU

9663077149 &

BHANUMATHI

52

+9180738994

502 4th Floor Sri Sai
Residency, 7th Main
Nanda Kumar Layout,
Arehalli, Bangalore
South, Bengaluru,

58

1KS22EC407

PRAJWAL PATIL B

S Male

1/3/2002

patilprajwal2141@gm
ail.com

8861976073

SIDDAPPA B V

9741746264

NIRMALA

9900595327

# 95, MEDIKERENALLI,
MEDIKERENALLI POST,
JAGALUR
TQ,DAVANAGERE DT-
577553

59

1KS22EC408

SANGEETHA H Fem
M ale

10/3/2002

sangeethajaanu000@
gmail.com

8050268549

MUNINAGAPP
A

9740536191

MANGALA

890406791

# 33, HOSADODDI,
BOLARE POST,
KANAKAPURA MAIN
RAOD, BANGALORE -82

60

1KS22EC409

Fem

SOUNDARYA S
ale

22/9/2000

soundukrish979@gma
il.com

7676173324

SHIVA
PERUMAL N

9901963194

VEMBU S

8867617207

# 40/1/1, 7TH MAIN,
7TH CROSS, DEVANTHA
CHAR STREET,
CHAMARA] PET,
BANGALORE -18

61

1KS22EC410

Fem

SOWMYA A M
ale

20/3/2001

sowmyamohan203200
1@gmail.com

9448717667

MOHAN A H

9972448001
9448437982

SATHYABHAM
A SR

9902033092

#1, T GOPA
GONDANAHALLI,
MADIKE CHILUR POST,
NAYMATHI TQ,
DAVANAGERE DT,

62

1KS22EC411

SUDEEP P Male

10/7/2001

acchusudeep6@agmail.
com

9945138286

PARAMESWAR
A

8277013538

HEMAVATHI C
N

8277013528
8618713945

# THOTADA MANE,
BEHIND CONER CHRCH,
UJIINIPURA,
BHADRAVATHI -577302
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INDIVIDUAL TIME TABLE FOR THE YEAR -2024 ( EVEN SEMESTER)

SANGEETHA .V

DESIGNATION: ASSISTANT PROFESSOR

AU, L L 1020 AM £ 4 | 12s5PM e B . oA
TIME 8.30 AM 925AM | 10.35 AM 10.35 AM 11.30 AM 1.15 PM 1.15PM 2.10 PM 3.05PM .
DAY 9.25 AM 10.20 AM - 11.30 AM 1225PM | ; 2.10 PM 3.05 PM 4.00 PM
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Subject 1 | 21EC0642 Cryptography (Professional Elective Course-1) A B 4
Lab-1 21EC62 Microwave Theory and Antennas (Theory Lab ) VI A&B 18
— 2| ECMP67 Mini Project (Guide ) VI )
project
Project ISECPS3 Project Work Phase -2(Guide) VIII 2
Internship |1 8ECI85 Internship (Guide ) VIII 2
ADDITIONAL WORK: MENTORING AND OTHERS
TOTAL LEOAD= 28 Hrs/Week
7 b xS ¢
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Time Table Co-ordinator AD OF W?Hgi ”‘Ppmw

s
A
o

) . wofonmee

ant nf Clastranine § 0
.2nt. of Electronics & Co

.S, Instity

mmunication gy
e of Technology

EaOm 4Mney

K.S. INSTITUTE OF TEC
BENGALURU - 560

L




s e S e A

K.S. INSTITUTE OF TECENOLOGY, BANGALORE -109

DEPARTMENT O LECTRONICS & COMMUNICAT DN ENGINEERING
VI SEMESTER TIME TABLE FOR THE YEAR 2024 (EVEN SEMESTER)

W.E.F.: 29/4/2024

CLASS TEACHER : Dr. Dinesh Kumar D S

rd

Jept. of Electronics & Communication Engg

. -
K.S. Institute of Techroloc, K.S. INSTITUTE OF TECHNOLOG?

REANALTIRIE . RAN 100

SEC :'B’ CLASS ROOM : OB LH 311
Lt . . - 10.20 AM - = 12.25 PM L 5 7
TIME DAY 8.30 AM 9.25 AM 10.35 AM 10.35 AM 11.30 AM 1.15PM 1.15PM 2.10 PM :3.05 PM
: : 9.25 AM . 10.20 AM T 11.30 AM 12.25 PM T 2.10 PM 3.05 PM 4.00 PV
. CRYPTO@IEC642) . ‘ T .
DS = MWA VLSI
: ; ' € INT H1INTER) sl
R (21CS651) g P(ZET;?F . (21EC62) (21EC63) L | . HRNSHIL TNy _
: , - U
CRYPTO@I1EC642) E
VLSI M&E MWA VLSI LAB (21ECL66)-B1 ¢
N B e
TUE . (21EC63) ’P( X;i‘;‘f?}“ A (21EC61) (21EC62) g MWA LAB (21EC62)-B2
CRYPTO@IEC642) H
5 MWA DS M&E .. . :
: : . . 2. .
D / p(zgc*:f’;q (21EC62) B (21CS651) (21EC61) " 5~ b Profect (EGMPGT) ~
J . R &
CRYPTO(1EC642) R _
M&E E VLSI DS VLS! LAB (21ECL66)-B2
THU ! *’(}fggg‘l (21EC61) A (21EC63) (21CS651) i : — MWA LAB (21EC62)-B3 >
4 o K -. ®
M&E VLSI MWA DS K VLSI LAB (21ECL66)-B3
FRI (21EC61) (21EC63) (21EC62) (21CS651) < ' MWA LAB (21EC62)-B1 -
Sub-Code Subject Name ; Faculty Name
21EC61 Technological Innovation Management and Entrepreneurship Dr. B.Sudharshan
21EC62 Microwave Theory and Antennas ‘ Dr. Dinesh Kumar D S
21EC63 VLSI Design & Testing Mr. Praveen.A
21EC642 Cryptography (Professional Elective Course-I) Mrs.Sangeetha.V
21EC643 Python Programming (Professional Elective Course-I) + (Theory Lab) Mr. Christo Jain
21CS651 Introduction to Data Structures (Open Elective Course-I) Mrs. Bhargavi Ananth
21ECL66 VLSI Laboratory Mr. Praveen.A (B1,B2,B3), Mrs. Bhanumathi A(B1,B2,B3)
21ECMP67 Mini Project Dr. Devika B, Dr. B. Sudharsan
21INT6S Innovation/Entrepreneurship /Societal Internship Mr. Santhosh Kumar B R , Mrs.Suma Santosh
; ) ; Dr. Electa Alice Jayarani A(B1,B2,B3),
st = 7
21EC62 Microwave Theory and Antennas (Theory Lab ) : A Mrs.Sangeetha.V(B1,B2,B3) /
' TIE 1 \ 5 ///‘(’;)j P o ¢
ke W [t
Time Table Co-ordinator HEAD vindipal 1 T e
ADOFT EPARTMENT PRINCIPAL ¥~—
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VI-Semester

Cryptography
Course Code 21EC642 CIE Marks ‘30
Teaching Hours/Week (L:T:P:S) 2:2:0:0 SEE Marks /50
Total Hours of Pedagogy 40 Total Marks 100
1 Credits 3 Exam Hours 3

Course objectives:
This course will enable students to:

o Preparation: To prepare students with fundamental knowledge/ overview in the field of Information
Security with knowledge of mathematical concepts required for cryptography.

o Core Competence: To equip students with a basic foundation of Cryptography by dehvermg the
basics of. symmetric key and public key cryptography and design of pseudo random sequence
generation technique

Teaching-Learning Process (General Instructions)

The sample strategies, which the teacher can use to accelerate the attainment of the various course
outcomes are listed in the following: °

1. Lecture method (L) does not mean only the traditional lecture method, but a different type of
teaching method may be adopted to develop the outcomes.
2. Show Video/animation films to explain the different Cryptographic Techniques / Algonthms
3. Encourage collaborative (Group) Learning in the class
4. Askatleast three HOTS (Higher order Thinking) questions in the class, which promotes critical
thinking
5. Adopt Problem Based Learning (PBL), which fosters students’ Analytical skills, develop thinking
" skills such as the ability to evaluate, generalize, and analyze information rather than simply recail
‘ it
6. Topics.will be introduced in a multipie representation.
7. - Show the different ways to solve the same problem and encourage the students to come up wnth
their own creative ways to solve them.
8. Discuss how every concept can be applied to the real world - and when that' 55)“0%51ble it helps
improve the students’ understanding.
9. Adopt Flipped class technique by sharing the materials / Sample Videos prior to the class ard have
discussions on the that topic in the succeeding classes
10. Give Programming Assignments

Module-1

Basic Concepts of Number Theory and Finite Fields: Divisibility and The Division Algorithm
Euclidean algorithm, Modular arithmetic, Groups, Rings and Fields, Finite fields of the form GF(p),
Polynomial Arithmetic, Finite Fields of the Form GF(2™) (Text 1: Chapter 3)

Teaching- Chalk and Talk, YouTube videos, Flipped Class Technique
Learning Programming on implementation of Eucl.idean algorithm, multiplicative inverse, Finite
Process fields of the form GF(p), construction of finite field over GF(2™).

RBT Level: L1, L2, L3

Module-2 N

Introduction: Computer Security Concepts, A Model for Network Security (Text L: Chapter 1)
Classical Encryption Techniques: Symmetric cipher model, Substitution teclmiques, Transposition
techniques (Text 1: Chapter 1)

Teaching- Chalk and Talk, YouTube videos, Flipped Class Technique and PPTs.
Learning Programming on Substitution and Fransposx‘txon techniques.
Process Self-study topics: Security Mechanisms, Services and Attacks.

RBT Level: L1, .2, L3
' Module-3
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Block Ciphers: Traditional Block Cipher structure, Data encryption standard (DES) (Text 1: Chapter 2:
Section1, 2) The AES Cipher. (Text 1: Chapter 4: Section 2, 3, 4)

More on Number Theory: Prime Numbers, Fermat’s and Euler's theorem, discrete logarithm. (Text 1:
Chapter 7: Section 1, 2, 5)

Teaching- Chalk and Talk, YouTube videos, Flipped Class Technique and PPTs. _
Learning lmplementatign of SDES using programmipg lang.uages like C++/Python/Java/Scilab.
Process Self-study topics: DES S-Box- Linear and differential attacks

3 RBT Level: L1, L2, L3

Module-4

ASYMMETRIC CIPHERS: Principles of Public-Key Cryptosystems, The RSA algorithm, Diffie - Hellman
Key Exchange, Elliptic Curve Arithmetic, Elliptic Curve Cryptography (Text 1: Chapter 8, Chapter 9:
Section 1, 3, 4)

Teaching- Chalk and Talk, YouTube videos, Flipped Class Technique and PPTs.
Learning Implementation of Asymmetric key algorithms using programming languages 1ike
Process C++/Python/Java/Scilab ’

Numerical examples on Elliptic Curve Cryptography

RBT Level: L1, L2, L3 ’

Module-5

pseudo-Random-Sequence Generators and Stream Ciphers:

Linear Congruential Generators, Linear Feedback Shift Registers, Design and analysis of stream
ciphers, Stream ciphers using LFSRs, A5, Hughes XPD/KPD, Nanoteq, Rambutan; Additive generators,
Gifford, Algorithm M, PKZIP (Text 2: Chapter 16) »

Teaching- Chalk and Talk, YouTube videos, Flipped Class Technique and PPTs.
Learning Implementation of simple stream ciphers using programming languages like
Process C++/Python/Java/Scilab.

RBT Level: L1, L2, L3

Course outcomes (Course Skill Set)
At the end of the course the student will be able to:
Explain traditional cryptographic algorithms of encryption and decryption process.

1.

2. Use symmetric and asymmetric cryptography algorithms to encrypt and decrypt the-data.
3. Apply concepts of modern algebra in cryptography algorithms. .

4. Design pseudo random sequence generation algorithms for stream cipher systems.

Assessment Details (both CIE and SEE)

The weightage of Continuous Internal Evaluation (CIE) is 50% and for Semester End Exam (SEE) is 50%.
The minimum passing mark for the CIE is 40% of the maximum marks (20 marks out of 50). A student
shall be deemed to have satisfied the academic requirements and earned the credits allotted to each
subject/ course if the student secures not less than 35% (18 Marks out of 50) in the semester-end
examination (SEE), and a minimum of 40% (40 marks out of 100) in the sum total of the CIE (Continuous
Internal Evaluation) and SEE (Semester End Examination) taken together.

Continuous Internal Evaluation:
Three Unit Tests each of 20 Marks (duration 01 hour)

1. First test at the end of 5t week of the semester

2. Second test at the end of the 10t week of the semester

3. Third test at the end of the 15% week of the semester
Two assignments each of 10 Marks

4, Firstassignment at the end of 4t week of the semester

5. Second assignment at the end of 9™ week of the semester -
Group discussion/Seminar/quiz any one of three suitably planned to attain the COs and POs for 20
Marks (duration 01 hours) ‘ ;

6. Atthe end of the 13™ week of the semester

19.09.2023
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‘The sum of three tests, two assignments, and quiz/seminar/group discussion will be out of 100 marks
and will be scaled down to 50 marks

(to have less stressed CIE, the portion of the syllabus should not be common /repeated for any of the
methods of the CIE. Each method of CIE should have a different syllabus portion of the course).

CIE methods /question paper is designed to attain the different levels of Bloom's taxonomy as per
the outcome defined for the course.

Semester End Examination:
| Theory SEE will be conducted by University as per the scheduled timetable, with common question
papers for the subject (duration 03 hours)

1. The question paper will have ten questions. Each question is set for 20 marks.

2. There will be 2 questions from each module. Each of the two questions under a module (with a

maximum of 3 sub-questions), should have a mix of topics under that module.

The students have to answer 5 full questions, selecting one full question from each module. Marks scored
out of 100 shall be reduced proportionally to 50 marks

Suggested Learning Resources:

Text Books:

1. William Stallings , “Cryptography and Network Security Principles and Practice”, Pearson Education
Inc, 6% Edition, 2014, [SBN: 978-93-325-1877-3

2. Bruce Schneier, “Applied Cryptography Protocols, Algorithms, and Source code in C", Wiley
Publications, 274 Edition, ISBN: 9971-51-348-X.

Reference Books:
1. Cryptography and Network Security, Behrouz A Forouzan, TMH, 2007.
2. Cryptography and Network Security, Atul Kahate, TMH, 2003.

Web links and Video Lectures (e-Resources)

e https://nptel.ac.in/courses/106105031

Activity Based Learning (Suggested Activities in Class)/ Practical Based learning
¢ Programming Assignments / Mini Projects can be given to improve programming skills

19.09.2023




K.S. INSTITUTE OF TECHNOLOGY BANGALORE

DEPARTMENT OF ELECTRONICS & COMMUNICATION ENGINEERING

COURSE IN CHARGE : Mrs.V.SANGEETHA

COURSE CODE/NAME : 21EC642/CRYPTOGRAPHY

SEMESTER/YEAR : VI/1II/B
ACADEMIC YEAR : 2023-2024
SI No. of Cumulative
N ; Topic to be covered Mode of Delivery | Teaching Aid e No. of Proposed Date
0. Periods ;
Periods
MODULE 1: BASIC CONCEPTS OF NUMBER THEORY & FINITE FILELDS:
1 | Divisibility and division algorithm L+D BB 1 1 29" April 2024
2 | Modular arithmetic L+D, PS BB 1 2 30™ April 2024
3 Euclidean algorithm & problems L+D, PS BB 1 3 2" May 2024
4 | Extended Euclidean algorithm & problems L+D ’ BB 1 4 13™ May 2024
| Groups, Rings and Fields, Finite fields of the form | L+D ] 14" May 2024
5 ; : 5 BB 1 5
GF(p), Polynomial arithmetic , |
Finite fields of the form GF(2™) L+D 15" May 2024
6 BB 1 6
7 | QP problems _ L+D,PS BB 1 7 16™ May 2024
MODULE 2: SYMMETRICAL CIPHERS
g Computer Security Concepts & A model for LCD 20™ May 2024
: L+D 1 8
Network Security
Classical Encryption Techniques: Symmetrical - BB 21 May 2024
9 : L+D 1 9
cipher model
10 | Substitution techniques L+D BB 1 10 22" May 2024




11 | Problems on Substitution techniques L+D,PS BB 1 11 23" May 2024
12 | Substitution techniques types L+D BB 1 12 25" May 2024
13 | Problems on Substitution techniques L+D,PS BB 1 13 30" May 2024
14 | Transposition techniques L+D BB 1 14 3" June 2024
15 | Problems Transposition techniques L+D,PS BB 1 15 4™ June 2024
MODULE 3: Block Ciphers
16 | Traditional Block cipher structure L+D BB 1 % 5" June 2024
17 | Data Encryption standard L+D BB 1 17 8™ June 2024
18 | The AES cipher L+D BB 1 18 10™ June 2024
19 | More on number theory: Prime numbers, Fermat’s | [ +p BB 1 19 11" June 2024
20 | Euler’s theorem L+D BB 1 20 12" June 2024
21 | Euler’s theorem problems L+D,PS BB 1 21 137 June 2024
27 | Discrete logarithm L+D BB 1 22 18™ June 2024
23 | Euler’s theorem problems L+D,PS BB 1 23 19" June 2024
»4 | Fermat’s theorem problems L+D,PS BB 1 24 20" June 2024
MODULE 4: ASYMMETRIC CIPHER
55 | Principle of public Key cryptosystem LAD. PS BB,LCD 1 25 22" June 2024
) . . j rd
26 Principles f)f Public-Key Cryptosystems: The LiD BB 1 26 23" June 2024
RSA algorithm i
27 | RSA algorithm problems L+D, PS BB 1 27 24" June 2024
28 | RSA algorithm problems L+D, PS BB 1 28 25" June 2024
29 | Diffie - Hellman Key Exchange L+D BB | 1 29 26" June 2024
30 | Elliptic Curve Arithmetic, L+D BB 1 30 1% July 2024
31 | Elliptic Curve Cryptography L+D BB 1 31 2" July 2024
32 | problems Elliptic Curve Cryptography L+D, PS BB 1 32 3" July 2024
33 | Diffie - Hellman Key Exchange problems L+D, PS BB 1 33 4™ July 2024
34 | Diffie - Hellman Key Exchange problems L+D, PS BB 1 34 8" July 2024
35 | Elliptic Curve problems L+D, PS BB 1 35 | 9™ July 2024
MODULE 5: Pseudo Random : Sequence Generators and Stream Ciphers:

36 | Linear Feedback Shift Registers L+D BB 1 36 10™ July 2024
37 | Linear Feedback Shift Registers Problems L+D, PS BB 1 37 11™ July 2024




38 | Design and analysis of stream ciphers L+D BB 1 38 15" July 2024
39 | Design & analysis of Stream ciphers using LFSRs | L+D BB,LCD 1 39 16™ July 2024
40 | A5 algorithm L+D BB 1 40 18" July 2024
41 | Hughes XPD/KPD L+D BB 1 41 22" July 2024
42 | Nanoteq, Additive generators L+D BB 1 42 23" July 2024
43 | Gifford generator, PKZIP L+D BB 1 43 24" July 2024
44 | Revision L+D BB 1 44 25" July 2024
45 | Revision L+D BB 1 45 26" July 2024
46 | Revision L+D BB 1 46 30" July 2024

Text Books:

e William Stallings, “Cryptography and Network Security Principles and Practice”, Pearson Education Inc., 6th Edition, 2014, ISBN: 978-93-325-1877-3
e Bruce Schneider, “Applied Cryptography Protocols, Algorithms, and Source code in C”, Wiley Publications, 2nd Edition, ISBN: 9971-51-348-X

Reference Books:

WEB MATERIALS:

e https://learncryptography.com/

e www.cryptolab.us/
e https://cryptopals.com
Details for the teaching Aids

1. BB
2.LCD

2
Slg\gla ure of Course In charge

Signature of Module Coordinator

Understanding Cryptography - A Textbook for Students and Practitioners, Paar, Christof, Pelzl, Jan, Springer (2010).

Cryptography Engineering: Design Principles and Practical Applications, Niels Ferguson, Bruce Schneier, Tadayoshi Kohno, Wiley (2010).
Cryptography: Theory and Practice, Third Edition, Douglas R. Stinson, CRC Press (2005).

Cryptography: A Very Short Introduction, Fred C. Piper; Sean Murphy, Oxford University Press (2002)..

Signature of HOD
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K.S. INSTITUTE OF TECHNOLOGY, BANGALORE - 560109

DEPARTMENT OF ELECTRONICS & COMMUNICATION ENGINEERING
FIRST ASSIGNMENT QUESTIONS 2023-24 EVEN SEMESTERS

Batch 2021-2025

Year/Semester/section III/VI/ A

Course Code-Title 21EC642 - CRYPTOGRAPHY

Name of the Course in charge Dr P N Sudha Dept ECE
Mirs.V,Sangeetha

Note: K-Levels: K1-Remebering, K2-Understanding, K3-Applying, K4-Analyzing, K5-Evaluating,
K6-Creating

Assignment No: 1
Date of Issue:22* May 2024

Total marks:10
Date of Submission: 30" May 2024

SL.No Assignment Questions Leljel CO | Marks

L List all the properties of modular arithmetic K3 1 1

2. | Solve & find GCD for (1960,1066) K3 | 1| 1

3 Solve & find inverse of 1234mod4321 k3 1 ’

i Soive & find GCD for the polynomialx®+x*+x*+x*+x*+x+1 and K3 | 1
’ bl

5, Solve & find inverse of (x*+x*+x*+x+1)mod(x"+x+1) K3 1 1

5 Construct mod 7 additive and multiplicative table and solve inverse for K3 | 1
' all the set values

g Construct mod 11 additive and multiplicative table and Solve inverse K3 ’ )
' for all the set values. Also Solve & find GCD(USN,67) *

. Solve & find inverse for the given problems K3 < z
' 1123 Imod11 2] 6'mod 23 3]4'mod7 4]9'modl3

St

COURSE IN-CHARGE

HOD-ECE




KSIT Bangalore

;§ DEPARTMENT OF ELECTRONICS AND COMMUNICATION ENGINEERING
ASSIGNMENT 1-QUESTIONS

27 37y

R A

Academic Year 2023-2024

Batch 2021-2025
Year/Semester/section Ii/vi/ B
21EC642-CRYPTOGRAPHY

Subject Code-Title

Name of the Instructor Mrs. SANGEETHA.V Dept | ECE
Commutative laws {a+b)modn=(b+a)modn
{axpymodn={bxa)modn
Associative laws {la+ by +clmodn=[a+{b+c)] modn
[laxb)xelmodn=lax{bxc)] modn
Distributive laws laxb+e)lmodn={laxb)+{axc) modn
Identities {a+0)modn=amodn
{ax 1) modn=amodn
Additive inverse (~a} vae Z,3bstat+b=0modn
Multiplicative inverse (a”%) wva (#0) ¢ Z,, it a is relative prime to n,
1) st axb=1lmodn (2M)
q a b r
1 1960 | 1066 | 894
1 1066 | 894 | 172
5 894 | 175 |34
5 172 | 34 2
2) 7 132 T2 1o | GCD(1960,1066)=2 (2M)
X 2 0 |X

3) The Multiplicative inverse of 1234 and 4321=4321-1032=3239

q |a b |r |T, |T, [T
;! 4321 [ 1234 | 6190 1 |-3 (2M)
1 1234 1 619 | 6151 3 (4
1 619 | 615 |4 -3 4 -7
153 | 615 |4 214 -7 11075
1 4 3 1 -7 1075 -1032
3 3 1 0 |1075]-108| 4321
X 1 0 X -1032| 4321 0
4 q a b r
XX X O+ KR+l | x5+
x+1 xXHxAx+ X3+ 0
X XA+l 0 x (2M)
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| =

8) Solve & find inverse for the given problems

=2 4]9'mod13 =3

1123 Imod11 =2 2] 6'mod23=4 3]4"'mod 7

M)

HOD-ECE

urse In-charge
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KSIT Bangalore

DEPARTMENT OF ELECTRONICS AND COMMUNICATION ENGINEERING
ASSIGNMENT 1A-QUESTIONS

Academic Year 2023-2024

Batch 2021-2025

Year/Semester/section 1/vi/ B
21EC642-Cryptography

Subject Code-Title

Name of the Instructor Mrs. SANGEETHA.V Dept | ECE
-
Assignment No: 1A Total marks:10
Date of Issue:  25.6.24 Date of Submission: 2.7.24
SL.N : A K
& Assignment Questions Level CO | Marks
Encrypt the pla.m text ‘PAY’ using Hill cipher algorithm Applying
1. and Solve the cipher text. CO2 2
; K3
Given Key K=
Make use of Feistel structure with neat diagram and explain Feistel | Applying
2. : . COo3 2
encryption and decryption model . K3
. Solve the following by using Fermats theorem (i) @(169) (ii) Applying | o3 9
' ¢(35) (iif) (1000) K3
Solve the following by using Eulers theorem (i) mod7 Applying
4. (ii) mod 6 K3 COo3 2
Make use of the model of symmetric cryptosystems and explainin | Applying
5. detail with diagram K3 CO4 2 J

1‘_//
Course In-charge




KSIT Bangalore

DEPARTMENT OF ELECTRONICS AND COMMUNICATION ENGINEERING
ASSIGNMENT |2-QUESTIONS

[Academic Year 2023-2024 ]
Batch 2021-2025

Year/Semester/section 1/vi/B
21EC642-CRYPTOGRAPHY

Dep?\ ECE
]

Subject Code-Title

Name of the Instructor Mrs. SANGEETHA.V

_

1wl
1) K o8 21,
2 2 [M19

8 3 7

P=[15024] ,c=[17175], K'!=K= Z3 2

0 [T
(2M)
2) Feistel Encryption and Decryption Model: 2M)

wnid %

Sl 1

Ot Gttt

3) (HO(169)=156 (ii) ®(35)=24 (iii) @(1000)=400 (2M)

4) (i) 12527 mod 7=125 mod 7=6 (ii) 75" mod 6 =75 mod 6 =1 (2M)



5) Symmetric Cryptosystem : M)

e
Course In-charge HOD-ECE



K.S. INSTITUTE OF TECHNOLOGY, BANGALORE - 560109
FIRST INTERNAL TEST QUESTION PAPER-2023-24 EVEN SEMESTER

SET A
lusN | [ [T T T TTTT]
Degree : BE : + Semester : VIA&B
Branch : Electronics & Communication Engg. Course Code : 21EC642
Course Title : Cryptography Date : 29th MAY 2024
Duration : 60 Minutes Max Marks : 20 ‘

Note: Answer ONE full question from each part.
K-Levels: K1-Remebering, K2-Understanding, K3-Applying, K4-Analyzing, K 5-Evaluating, K6-Creating

: Mark Cco K-
ik Question s mapping Level
PART-A
Explain the extended Euclid’s algorithm for determining the
1(a) | multiplicative of two positive integers. Solve the GCD of| 4 Co1 i
(24140,16762) ‘
(b) State the axioms of Field and Solve additive & multiplicative 4 co1 K3
table for GF(22) give primitive polynomial as( x2+x+1)
Construct additive and multiplicative table for Z, and Solve all 4 K3
(©) additive and multiplicative inverse elements 1
' OR
Explain the Euclid’s algorithm & find GCD of a number and Solve | 4 K3
2(a) the multiplicative inverse of 1234 mod 4321 i
Check whether (X*+X*+1) is irreducible and Solve multiplicative 4 K3
®) | invers for (X*+X2+1) mod (X%X+1) | ol
© Construct mod8 additive and multiplicative table and Solve all 4 co1 K3
additive and multiplicative inverse elements.
PART-B s
Make use of Symmetrical encryption model and explain it with a | 4
3(a) | neat diagram and define Substitution Technique and Transposition Co2 -
technique.
Make use of Playfair algorithm and solve cipher text for| 4
[b) “TECHNOLOGY" with keyword “ATTACK?” Co2 K3
B "~ __OR
4(a) Encrypt the plain text MONDAY using Hill cipher with key 4 co2 K3
[JE F H] and Solve inverse of the Key matrix. _
(b) | Make use of Playfair algorithm and Explain it with an example. “ caz 3

i Vo oo

-
Name & Sigrfature of Name & Signature of . . " HOD ECE Principal
Course In charge: Module Coordinator :

S)AJM



K.S. INSTITUTE OF TECHNOLOGY, BANGALORE - 560109
I SESSIONAL TEST QUESTION PAPER 2023-24 ODD SEMESTER
SCHEME AND SOLUTION for SET A

Degree: B.E Semester: VIA & B
Branch: E&CE Course Code: 21EC642
Course Title : Cryptography Max Marks: 20

The Euclidean Algorithm for finding
If A = 0 then GCD(A,B)=B, since the GCD(0,B)=B, and we can stop. \

If B = 0 then GCD(A,B)=A, since the GCD(A,0)=A, and we can stop. _2M
Write A in quotient remainder form (A=B-:Q+R)

Find GCD(B,R) using the Euclidean Algorithm since GCD(A,B) = GCD(B,R)

GCD(A,B) is as follows:

GCD(24140, 16762) = GCD (16762,7378) = GCD (7378, 2006) = T
GCD (2006, 1360) = GCD (1360, 646) = GCD (646, 68) = GCD (68,34)= [~
GCD (34, 0) = 34

M

Properties of Field AM
Satisfies all the properties of group like closure, associative, Identity, Inverse
and commutative property and also satisfies properties of Ring like closure,
associative, Identity,distributive and also satisfies Inverse property.

Additive & Multiplicative table for GF(22) give primitive polynomial as( x2+x+1)
Set elements are (0,1,X,X+1)
Additive inverse of

Additive
Inverse

Elements Multiplicative

Inverse

4M

The explanation of Euclid’s algorithm 1M




Multiplicative inverse of 1234 mod 4321=3239 3M

2b Yes (X3+X2+1) is irreducible and
The multiplicative invers for (X3+X+1) 'mod (X2X+1) is [x+1]
OC+X+1) mod (KH+XH)= X

2c¢. mod8 additive and multiplicative

B R T e w e

3a.
S L i M
Agostan m Aighrihen
Diagram &Explanation 3M
Define for Substitution & Transposition Techniques: M
3b.
PLAY FAIR cipher with the key ATTACK encrypt the message
“TECHNOLOGY 4M
4a
K'=9 2
1 15
4b.

Explanation Playfair algorithm with an example

‘

Signature of Course in-charge Signature of Module €oordinator ~ Signature of HOD ECE



K.S. INSTITUTE. OF TECHNOLOGY, BANGALORE - 560109
FIRST INTERNAL TEST QUESTION PAPER 2023-24 EVEN SEMESTER

osNn [ [ [T TTTT11]
Degree : BE Semester : VIA&B
Branch . Electronics & Communication Engg. Course Code : 21EC642
Course Title : Cryptography Date : 29t MAY 2024
Duration : 60 Minutes Max Marks : 20

7 Note: Answer ONE full question from each part.
K-Levels: K1-Remebering, K2-Understanding, K3-Applying, K4-Analyzing, K5-Evaluating, K6-Creating

. . Mark co K-
K. ‘ ) Kaesi ol s mapping Level
~ PART-A
‘\ Mention all modular arithmetic properties & obtain additive &
1(a) | multiplicative table for Mod5 and Solve all additive & | 4 co1 e
multiplicative inverse for the same
' (b) Solve GCD [a(x),b(x)] for a(x) = x®+x5+x*+x3+xP+x+land 4 co1 K3
b(x) = x*+x>+x+1 and write all modular arithmetic properties :
© Construct additive and multiplicative table for GF(7) and Solve all | 4 co1 K3
additive and multiplicative inverse elements
OR
Solve the multiplicative inverse of a(x) = x® +x*+x3+x+1 and 4 K3
2(a) b(x) = x"+x+1 ’ . = ’. co1
Check whether (X*+X3+X?+1) is irreducible and Solve 4 ' K3
(0) | juitiplicative invers for (X*+X+1) mod (X>+X+1) bapul
© Construct Zs additive and multiplicative table and Solve all additive | =4 co1 K3
and multiplicative inverse elements.
PART-B
‘ 3(a) Make use of Symmetric Crypto system and explain it with a neat 4 C 02' K3
- diagram and define reducible and irreducible polynomial.
v Make use of playfair cipher . Encrypt the plain text 4 -
(c) | “ELECTRONICS” with a key INDIA also mention all the rules co2
for encryption.
OR
Encrypt the plain text MONDAY using Hill cipher with key 4
K=( 23 » | K3
4(a) 1 22J co2
and Solve inverse of the Key matrix
(b) Make use of Playfair cipher with the key largest encrypt the 4 co2 K3
message “Must see you today”

NS e

Name & Sigmature of Name & Signatu/re of HOD ECE Principal
Course In charge: Module Coordinator



K.S. INSTITUTE OF TECHNOLOGY, BANGALORE - 560109
I SESSIONAL TEST QUESTION PAPER 2023-24 ODD SEMESTER
SCHEME AND SOLUTION for SETH

Degree: B.E Semester: VIA & B
Branch: E&CE Course Code: 21EC642
Course Title : Cryptography Max Marks: 20
la |Mod5 4M |
Additive modulo 5 multiplication modulo 5
#10 (1 12 13 4 %l 1 12 13 14
0j0 11 12 13 |4 000 |0 |0 (0
111 12 13 14 |0 1011 12 13 4
212 13 '4 10 }! 210 12 |4 11 13
313 14 10 11 12 310 13 {1 14 12
414 [0 |1 |2 13 410 14 |3 |2 |1
b lGeD a
a(x) = xChSxHhc+x?+x+l and 3M
b(x) = x*+x?+x+1
is x>4+x2+1 4M
Modular Properties :
(a+b) modn= amodn + bmodn 1M
(a-b) modn= amodn - bmodn
(a*b) modn= amodn * bmodn
le Additive and multiplicative table for x>+x+1
Gy B B B ne 38 e 3
s )
o 1 % gt
o ¥ vf e
METREOECE L
LN -
v B
g It smil X
5 Multiplicative Inverse for a(x) = x8 +x4x3+x+1 is M
> and
b(x) = x+x+1 is X
2b No (X*+X3+X?+1) is not irreducible and

The multiplicative invers for (X*+X+1) mod (X?+X+1)

X and X+1




2¢. 75 additive and multiplicative table
4AM
. 4M
3a.
X
&
4M
3b. | INDIA
EL EC TR ON IC SX
LR FE US LA CK XD
AM
4a plain text MONDAY using Hill cipher with key
K= 23
122
(245 W
k-1 1914
PlayFair cipher with the key largest encrypt the message “Must see you today” AM
MU ST SE EY OU TO DA YX °
4b. . AM
UZ TB DL GZ PN AW TE 7Y

W L(1vs

Signature of Course in-charge Signature of Modu ! Coordinator  Signature of HOD ECE
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K.S. INSTITUTE OF TECHNOLOGY, BANGALORE - 560109
SECOND INTERNAL TEST QUESTION PAPER 2023.24 EVEN SEMESTER

SET A
WSN [ [T T T TTTT11]
Degree : BE Semester : VIA&B :
Branch : Electronics & Communication Engg. Course Code : 21EC642
Course Title : Cryptography - Date : 29% June 2024
Juration ! 60 Minutes Max Marks : 20

Note: Answer ONE full question from each part.

K-Levels: K1-Remebering, K2-Understanding, K3-Applying, K4-Analyzing, K5-Evaluating, K6-Creating

: co K-
) No. Question Marks mapping | Level
PART-A
1(a) Explain with a neat diagram the operation performed in 1% & 10% round of AES 4 - Co3 K2
algorithm.,
(b State & prove Fermat’s theorem and Solve 3°°mod 91 & 3%%mod 10 using it . Cas K3
(¢) | With a neat diagram explain round operation in DES encryption 4 R K2
’ OR
@) With a neat diagram of DES encryption & decryption process and explain the 4 Co3 K2
7| working principle for the same. _
b) Explain Key expansion technique in AES algorithm 4 CO3 K3
(b) & Define Euler’s theorem and Solve Totient function for 37 & 600
Explain the parameters of Feistel structure and design Feistel network for 4 CO3 K2
el encryption & decryption.
PART-B
Encrypt the plain text ‘PAYMOREMONEY® using Hill cipher algorithm 4
and Solve the cipher text. ' K3
(a) 1z CO2
Given Key K=7T11 2T
2 19
( With a neat block diagram explain the Principles of Public-Key Cryptosystems 4
- with authentication K3
(b) | & CO4
Solve cipher text and plain text using the RSA algorithm given P=5, Q=11, =3
and encrypt the message M=EC and decrypt the same.
OR :
|"Make use of Substitution and Transposition technique definition with an example 4 K3
(a) also define Diffusion and Confusion technique. solve the : Cco2 "
. Encrypt the plain text AUTHENTICATION using Rail fence method & Key '
technique given KEY as 4132 .
Make use of the concepts of Public key explain Principles of Public-Key 4 CO4 K3
b) | Cryptosystems with authentication and secrecy with a neat diagram. ¢
& Explain RSA algorithm
(

'/\
Name & Signafure of Name & Sig of H CE

Course In charge: Module Coordinator
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K.S. INSTITUTE OF TECHNOLOGY, BANGALORE - 560109
SECOND INTERNAL TEST 2023-24 EVEN SEMESTER
SCHEME AND SOLUTION for SET A

Degree :B.E Semester: VIA& B
Branch : E&CE Course Code: 21EC642
Course Title : Cryptography Max Marks: 30
Q No. Points Marks
 soe:
A
2>
]
CIPHERTEXT
Fig 1 M and explanation 3M
4M
1b State Fermat's theorem:1 M
Proof: 2M
3%%%mod 91=1 % marks each
&
37%mod 10=1
1c 4M

SRR

,@Wrwg; S
T




2a.

2b.

2M for diagram & 2M for explanation.

DES encryption & decryption process

SEb0 sl Hdhit ke
i S
; i

e BN

oA o oo s e s o i

BB clphoriext

1M for diagram & 3Mfor explanation.

1M for diagram & 2Mfor explanation.

Definition of Euler’s theorem
Totient function for 37=36 1M
600= 23*3*52= [8-4][3-1][25-5]=160

4M

4M




2c.

3a.

3b

Bt §

o

Fovwdd 10
F 3

PAYMOREMONEY encrypt using Hill cipher

iwi
Key K=2T O8 [Z1
2 2 09
(15 0 24
12 14 17 Cipher= | 303 303 681 |
4 12 14 J 532 490 797 |
\13 4 24/ 348 312 578
| 353 341 735
N
Cipher = 17 17 57
12 22 17@
10 0 6 j
\_ 15 3 7

The Principles of Public-Key Cryptosystems with authentication
1M for diagram & 3Mfor explanation




4a.

P 95 Puan st Antitbovios

RSA algorithm given P=5, Q=1 1, e=3 and encrypt the message M=EC and decrypt the

same.

P=5 Q=11 e=3 and M=EC: 42

n=55, ®=40

Given e=3

de mod40=1 d=27

Encryption C1= M® mod n= 43mod 55=9
C2= M® mod n= 23mod 55=8

Decryption D= C19 mod n = 927 mod 55=4

C19mod n = 4?2’ mod 55=2

Def for Substitution and Transposition technique 1M

Diffusion and Confusion technique

AUTHENTICATION using Rail fence method & Key technique given KEY as 4132

RAILFENCE:ATE TCTO
UHNIAIN

ATE TCTOUHNIAIN

41 3 2 0/P UNANHIIXTTTXAECO

AUTH
ENT I
CATTI

ONXX

4M




1M for diagram & 1Mfor explanation
RSA ALGORITHM

Signature of Course Inflﬁrge Signature of Modu e Coordinator  Signature of HOD



K.S.INSTITUTE OF TECHNOLOGY, BANGALORE - 560109
SECOND INTERNAL TEST QUESTION PAPER 2023-24 EVEN SEMESTER

SET B
SN[ [T [T TTTTT]
egree : B.E Semester : VIA&B
ranch = : Electronics & Communication Engg. Course Code : 21EC642
ourse Title : Cryptography Date : 29*™ June 2024
uration : 60 Minutes _ Max Marks : 20

Note: Answer ONE full question from each part.
K-Levels: K1-Remebering, K2-Understanding, K3 -Applying, K4-Analyzing, K35-Evaluating, K6-Creating
Q CO K-

No. Question Mark mapp | Leve
S ing |
PART-A
State & prove Euler’s theorem. Solve O(q) and P*® mod q given
1(@) | values 4 | CO3 | K3
1) P=3, g=7 2) g=12,P=5 '
(b) [Explain the concept of Substitution byte, Mix column & Shift row K2
S operation with neat diagram in AES algorithm 4 Co3
(C) | Illustrate the round operation in DES algorithm & compare DES and| K3
AES algorithm 4 | Co3
i ‘ OR
Define a WORD in AES.algorithm & illustrate the working of ‘g’ K3
2(a) | function in AES Key expansion algorithm with a neat diagram. 4 CO3 _
Explain the Feistel encryption and decryption process with a neaf 4 Co3 K2

(b) | diagram ;

Define Fermat’s little theorem and Solve the value of X given X103= 4 4 co3 | K3
(C) | mod 11 and find the remainder for 2%mod7 and 7" mod21

PART-B

3(a) | List and explain the process used in RSA algorithm for encrypting and ‘ .
decrypting the data & Define Authentication, Digital Signature, 4 coz | K3
Confidentiality

\ Jb) [Encrypt the plain text ‘CIPHER® using Hill cipher algorithm

and Solve the cipher text. ' 4 K3
6 [Z4 1 CO4

Given Key K=[13] 1
17

OR
4(a) Solve the encrypted data given the plain text ELECTRONICS using :
, Rail fence method & Key technique given KEY as 4132. : 4 co2 | K3°
& Define Monoalphabetic cipher & Polyalphabetic cipher

(b) With a neat block diagram explain the Principles of Public-Key| ¢
Cryptosystems with confidentiality |

& Solve cipher text given plain text as KS using the RSA algorithm| 4 CO4 K3

given P=3, Q=11, e=7 ,

£
A\ f ‘ e
N S Wiy,
Name & Signature of Name & Signitatufre of H CE mV
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K.S. INSTITUTE OF TECHNOLOGY, BANGALORE - 560109
SECOND INTERNAL TEST 2023-24 EVEN SEMESTER
SCHEME AND SOLUTION for SET B

Degree :B.E Semester: VIA & B
Branch : E&CE Course Code: 21EC642
Course Title : Cryptography Max Marks: 30
Q No. Points Marks
la Def of Euler’s theorem & proof 4M
. Find ®(q) for ®(7)=6, ®(12)=22*3 =2*2=4
And
P®@ mod q given values
3°mod 7=1
5*mod 12 =1
1b Substitution byte,
@
e
S
§
| $e Fes Sus
Fux : Kax Fu :
S Su Fu ‘u,s%
B By B, Fex Bie Fn Eu Fp

4M
Mix column

* Rules of shifting rows,
* Row | -> No Shifting
* Row2 > 1 byte left shift
* Row 3 = 2 byte left shift
* Row 4 = 3 byte lefi shift




1c

2a.

2b.

figure 1M & 2M for explantion

Comparison AES does not follow Feistel 1M

Def of WORD in AES algorithm 1M
The working of ‘g’ function in AES Key expansion

1 M for figure and 2M for explanation

Feistel encryption and decryption process with a neat diagram
EmE R W

4M

4M

4M




4M

4M

4M

4M

Definition Fermat’s little theorem 1M

2M

=4 mod 11 =5

X given X103

The remainder for 23*mod7=4 2M

=1

and 7*°mod21

e

B

N

o

.

S

T -

-
eAc

e

. ,mmm, )// ¥
21

i

.

.

.

o
.

.

.

i

S

-

CIPHER’ using Hill cipher algorithm

and find the cipher text.

Given Key K=T13]

2 8 15

/

15 21

(=}

Plain text

S

16 -

302

434 521

iven KEY

1ven

ique g

1 fence method & Key techni

ing Rai

.

plain text ELECTRONICS us

as 4132

M

|

S

E E T 01

RAILFENCE

L C RN C

ETOISLCRNC

0/P=

2c.

3b

4a.




L4

e 1197 O/P LRCCNXEOSETI 1M
ELE C
TR ON
1C 8 X
Definition for Monoalphabetic cipher & Polyalphabetic cipher 1M EACH
4b.

| The Principles of Public-Key Cryptosystems with CONFIDENTALITY.

' KS using the RSA algorithm giveh P=3, Q=11, e=7

P=3 Q=11 e=7 and M=KS: 10 18

n=33, =20
¢ g e

Given e=7 v

de mod20=1 'd=3 v 2M
‘Encryption C1= Me mod n= 107mod 33=10

_ C2= Me mod n= 18 mod 33=6
Decryption D= C1d mod n = 103 mod 33=10

S\i[gm Cours¢TIn charge

4M

Cl9mod n = 63 mod 33=18

Signature -M’ﬁdule Coordinator Signafil/re of HOD



K.S. INSTITUTE OF TECHNOLOGY, BENGALURU - 560109
THIRD INTERNAL TEST QUESTION PAPER 2023-24 EVEN SEMESTER

oss [ T TTTTTLLS

Degree B.E,, Semester \4!

Branch E&CE Course Code : 21EC642
Course Title Cryptography Date : 31° July 2024
Duration 60 Minutes Max Marks 20

Note: Answer ONE full question from each part.

K-Levels: K1-Remebering, K2-Understanding, K3-Applying, K4-Analyzing, K5-Evaluating, K6-Creating

Q No. Questions Marks | CO Lle<\:el
PART-A
1(a) | Explain Generalized Geffe generator & Alternating Stop& 4 cos| K2
Gogenerator with a neat diagram.
g (b) | Explain the application & working of A5 generator and 4 CO5 K2
Thresholdgenerator.
(c) | Explain Linear feedback shift register with a neatdiagram. 4 COs5| K2
" OR
2(a) | Explain Linear Congruential Generator with an example. 4 CO5 L=
(b) | Explain Gifford generator & Geffe generator. 4 COs5 K2
(c) | Explain Bilateral Stop and Go generator and Jennings Generator & CO5 b
PART -B
3(a) | Solve P+Q and 2P for the given Ei 1(8,10), P=(3,7) and Q= (5,9) and 4 cod | K3
explain Elliptic Curve Arithmetic on the curve.
(b) | Make use of Diffie Hellman’s Key exchange algorithm and solve
Public Key of user A & B for E11(1,6), G(1,3) and private Key of 4 CO4 K3
User A is 2 and B is 1 and explain ECC.
' OR
b 4(2) Make use of ECC algorithm encrypt the data given E11(1,1), 4 Co4 K3
G(1,3),n=20.Assume secret key between the user as 1.Solve all the
private key and Public key. .
(b) | Solve Shared key if Public Key for En(1,1), G (2,2) and private Key of| 4 CO4 | K3
User A is 1 and B is 2 and Explain ECC encryption algorithm.

HOD ECE

Name & Sig;wrt{re of

"Module Coordinator

Name & Signature of
Course In charge

Principal



K.S. INSTITUTE OF TECHNOLOGY, BANGALORE - 560109

THIRD INTERNAL TEST 2023-24 EVEN SEMESTER
SCHEME AND SOLUTION for SET A

Degree :B.E Semester: VIA & B

Branch : E&CE Course Code: 21EC642
Course Title : Cryptography Max Marks: 20
WNO. \ Points MarksJ
1a Generalized Geffe Generator: : 4AM

« Instead of choosing between two LFSRs;this scheme chooses between k
LESRs,as long as k is a power of 2.

« More complex than Geffe generator and correlation attack is possible.

«  Correlation attack is outputs of individual LFSRs can be combined
keystream and attacked using linear algebra.
Alternate Stop and Go Generator

« It uses three LFSRs of different length. LFSR-2 is clocked when the
output of LFSR-1 18 1z

« LFSR-3 is clocked when the output of LESR-1 is 0.The output of the
generator is the XOR of LFSR-2 and LFSR-3.This generator has a long
period and large linear complexity.

« The correlation attack found against LFSR-1,but it does not substantially
weaken the generator. There have been other attempts at keystream
generators along these lines

AS:
1b «  AS5consist of 3 LFSRs; register lengths are 19, 22 and 23 ; AM
«  All the feedback polynomials are sparse. ‘
« The output is the XOR of the three LFSRs. -

« A5 uses variable control clock. Each register is clocked based on its own
middle bit, XORed with the inverse threshold function of the middle bits
of all three registers. usually two of the LFS of clock in each round.

« The basic ideas behind A5 are good.

« Ttis very efficient.It passes all non statistical tests; it's only known
weakness is that it's registers are short enough to make exhaustive search
feasible.Variants of A5 with the longer shift registers and denser
feedback polynomials should be secure.




2b\ .

ji.maswmethatweusethreawﬁks themhe outputgenerator

{ili) the v . e ‘5 which is.
by adding together moduiarzvtbe mvi ontents ofa ,‘xed subset af
: s&ages Ol 1 : :

A widely used techmque for pseudorandom number generatlon is an algorithm first
proposed by Lehmer [LEHMS51], which is known as the linear congruential

method.Linear congruential generators are pseudo random sequence generators
of the form X,=(aX,.;+b) mod m in which X,, is the nth number of the sequence,
and X, is the previous number of the sequence .The variables a,b and m are
constants : a is the multiplier,b is the increment ,and m is the modulus. The key
or seed is the value of Xo. X

The strength of the linear congruential algorithm is that if the multiplier and

modulus are properly chosen, the resulting sequence of numbers willsbe statistically

indistinguishable from a sequence drawn at random (but without replacement)

from the set 1, 2, ¢, m - 1. But there is nothing random at all about the algorithm,

apart from the choice of the initial value Xo. Once that value is chosen, the

remaining numbers in the sequence follow deterministically. This has implications

for cryptanalysis.

If an opponent knows that the linear congruential algorithm is being used and

if the parameters are known (e.g., a = 75, ¢ = 0, m = 231 - 1), then once a single

number is discovered, all subsequent numbers are known. Even if the opponent

knows only that a linear congruential algorithm is being used, knowledge of a small

part of the sequence is sufficient to determine the parameters of the algorithm.

Suppose that the opponent is able to determine values for Xo, X1, X2, and X3. Then
= (aXo+ c) mod m

X2=(aX1+ c) mod m

X3=(aX2+c) mod m

These equations can be solved for a, ¢, and m.

4M

4M

4M







3p.
4M
N
g Xa=1, Xp=1,Ya=GXa=(2,2), Xp=2,Ys=2(2,2)=(10,2) , =5, AM
KA=YsX A=GXAYB=(1 0,2)(1)=(10,2), Kp=Y aXp=(10,2)
Signature of Modiile Coordinator Signatureof/HOD
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K.S. INSTITUTE OF TECHNOLOGY, BENGALURU - 560109
THIRD INTERNAL TEST QUESTION PAPER 2023-24 EVEN SEMESTER

osN [ [ [ [ [ L1 L[ ]]
Degree : B.E, Semester 1
Branch : E&CE Course Code : 21EC642
Course Title ¢ Cryptography Date : 31 July 2024
Duration ¢ 60 Minutes Max Marks : 20

Note: Answer ONE full question from each part.
K-Levels: K1-Remebering, K2-Understanding, K3-Applying, K4-Analyzing, K5-Evaluating, K6-Creating

K-

Q No. | Questions Marks | CO Level

PART-A

1(a) | Make use of Linear Feedback shift register and explain the working of given
g(x)=1+x*+x’ and find the period & Key generated. Consider initial
key value as 1,0,0

4 COs K3

(b) | Explain the concept of Generalized Gefte generator with an example and 4 CO5 K2
definelinearity complex and correlation attack.
Explain Beth Piper Stop & Go generator & Self-Decimated Generators with 4 K2
(c) a neat diagrim. COs
OR
2(a) | Make use of Linear Feedback shift register and explain the working of given 4 CO5 K3
g(x)=1+x+x and solve the period & Key generated. Consider initial key value
as 1,00... .
(b) Explain Additive Generators and FISH additive generator. 4 CO5 K2
(c) Explain NANOTEQ and RAMBUTAN 4 COs5 K2
PART -B

3(a) | For the given Elliptical equation Y*=X>+2X+8 in z,, field if the given
G(2,8).Solve public key of user A and B .given ny=1,ng=2,plain text
(2,6),K=1.

(b) Make use of an Elliptic Curve Arithmetic on the curve of
E23(1,1),p=(3,10)q=(9,7) , Solve 2P+Q and explain ECC. 4 co4 | K3

4 Co4 | -K3

OR
4(a) Solve P+Q and 2P ,2Q .given P=(2,7) & Q=(4,10) for GF(7). ' 4 COo4 K3
(b) | Solve cipher text for message(1,6) given E23(1,0) .consider 4 CO4 K3
n1=50,K=1,G(2,8).solve Private and Public key for user A and B G(4,2) and
private Key of User A is 1 and B is 2 and Explain ECC encryption
algorithm.

\ A AA— ’
Name & Signature of Name & Signature of HOD ECE Principal

Course In charge Module Coordinator
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K.S. INSTITUTE OF TECHNOLOGY, BANGALORE - 560109
THIRD INTERNAL TEST 2023-24 EVEN SEMESTER
SCHEME AND SOLUTION for SET B

Degree :B.E Semester: VIA& B
Branch : E&CE Course Code: 21EC642
Course Title : Cryptography Max Marks: 20
Q No. Points Marks
1la ; 4M
—('Q\Q e w}*,,!’:_*‘
) 3. aoi-e
p ;
o Ly ole
t o o o )
! I o o '
i
J¢ 4‘ I ! Rotsa ey
!
Ll e ok e e
; Wil I .
Bt 5
i O 1
e .
o o
Generalized Geffe Generator
Linear Complexi =
1b praliy * Instead of choosing between two LFSRs,this 4M
« Definition: scheme chooses between k LFSRs,as long as k
An LFSR Is sald to generate a sequence s if there is some initial state isa power of 2,
for which the otutput sec{uenogfdfnthe‘ :.FSR is ?n :&U’s‘i& l?orsa\:/dh it?h
e e e e e * More complex than Geffe generator and
correlation attack is possible.
= Definition: ) . o
The firiear complexity of an fnffnite binary sequence s, denoted L(s), * Correlation attack is outputs of individual ¢
is defined as follows: .
I-Sir:Is nmaxserz sequuenceszo, 0,0, ., then L(s) = O LFSRs can be combined keys‘t’[eam and
- if'no LFSR generates s, then L(s) = attacked using linear algebra.
- otherwise, Lis) is the length of tha'shortast LFSR that gangrates 5, i
Correlation Attack: Cryptographers try to get a high linear complexity by combining the
output of several output sequences in some nonlinear manner.The danger is that one or
more of the internal output sequences often just outputs of individual LFSRs can be
correlated with the combined keystream and attacked using linear algebra.This is called
a correlation attack.
1c ‘ Self-Decimated Generators 4AM
Beth Piper Stop and Go Generator ;
* It Control their own clock.
* It uses the output of one LFSR to control the  « |n Rueppel’s generator,when the output of the
;';Cki"f i(“’th‘:’ ;FLSF‘;-R s contralled by e LFSR1S Othe LESR is clocked ‘d” times.
* € clock Input o -< IS controlle Y the % "
output of LFSR-1,50 that LFSR -2 can change * When the oytput of the LFSR is l,th@ LFSR is °
its state at time ‘t’ only if the putput of LFSR-1  clocked 'k’ times.
was 1 at time t-1.
* The linear complexity of the generator is not - el LFSR
yet proved in general case. T
* But,it falls to a correlation attack. ‘ (2x2M)




2a.

2b.

2c.

Additive Fibonacci generators (AFG) are widely used in cybersecurity devices
to generate pseudorandom sequences of bits or numbers. By itself, such a
generator is not cryptographically strong. Nevertheless, using it is fundamental
to create a completely secure and resistant cryptanalysis algorithm.(2M)

Fish is an additive generator based on techniques used in the shrinking generator
It produces a stream of 32 bit words which ccan be XORed with a plaintext
stream to produce ciphertext,or XORed with a ciphertext stream to produce
plain text.The algorithm is named as it is because it is a Fibonacci shrinking
generator. (2M)

NANOTEQ:

* Nanoteq is a South African electronics company .

*  This is their algorithm that has been fielded by the South African police to
encrypt their fax transmissions and for other uses as well.

* Ituses 127 bit LFSR with a fixed feedback polynomial; the key is the initial
state of the feedback register.

* The 127 bits of the register are reduced to single key stream bit using 25
primitive cells,

*  Each input of the function is XORed with some bit of the k&Y.

*  There is also a secret permutation that depends on the particular implementation
.This algorithm is only available in hardware (2M)

* RAMBUTAN: It has 112 bit key and can operate in three modes ECB, CBC and 8 bit
CFB.This strongly indicates that it is a block algorithm, but rumours point
elsewhere.

* Itis LFSR streamcipher.

* it has 5 shift registers each one of a different length around 80 bits.

*  The feedback polynomials or family sparse with only about 10 taps each.

*  Each shift register provides for inputs very large and complex non linear
function which eventually spits out a single bit.(2M)

¢

4M

4M

4M
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K. S. INSTITUTE OF TECHNOLOGY

#14, Raghuvanahalli, Kanakapura Main Road, Bengaluru-5600109

DEPARTMENT OF ELECTRONICS AND COMMUNICATION ENGINEERING
2023-24 EVEN SEMESTER

List of students who are identified as slow learners and their marks in every internal

Subject and Subject Code: Cryptography (21EC642)
Semester and Section: VI B

S1 USN NAME First | Remedial Class Dates | Improve Second Remedial Class Dates Improvem | Third Test Final
No ' Test &Attendance ment Test Marks &Attendance ent Test Marks (60)
Marks Test (20) Marks (20)
(20) marks (20)
06/06/24 | 13/06/24 04/07/24 11/07/24

1 RITESH KUMAR P P P P

1KS21EC076 SINHA 06 _ e H-} 12 39
2 1KS21EC080 | S SHAJITH ALI 05 P P 04 P P 05 \ L}
3 1KS21EC099 | SUNEETHA 04 P P 09 P P \ l 94
4 1KS21EC107 | THEJAS.H.V 07 P P 08 P P ‘b 5, L}
5 1KS21EC109 | UDAYA KUMAR.S.R 02 P P 1) 04 P P ") \ 6
6 1KS21EC113 | VARSHITH.S 04 P P \1 04 P P . \ ) oy
7 | 1KS21EC114 | VEERESHK.N 08 K P _ 07 P P Il 29
8 1KS21EC407 PRAJWAL PATIL.B.S 08 P P _ 06 P P 6 1o D'L}
9 1KS21EC411 SUDEEP.P 02 P P - | 05 P P _ 7 ] C}

.\{ < }M N @/

Signature of the Faculty - Signature of the HOD




K.S. INSTITUTE OF TECHNOLOGY, BANGALORE - 560109
” RTMENT OF ELECTRONICS AND COMMUNICATION ENGINEERING
PEDAGOGY REPORT

Academic Year 2023-24 (EVEN)

Name of the V.Sangeetha

Faculty Dr.P.N.Sudha

Course Name Cryptography/21EC642

/Code

Semester/Section | VI/A&B

Activity Name Quiz

Topic Covered Cryptography Basics,AES,DES
Date 24/7/2024

No. of Participants | 90 students
Objectives/Goals |e To apply the knowledge on different topics in Cryptography.
o To improve the self-learning skills of students.

ICT Used Google forms
Appropriate Method/Instructional materials/Exam Questions
o MCQs:

1) Which of the following is not a type of symmetric-key cryptography technique?2) A mechanism used to encrypt and
decrypt data.Conventional cryptography also known as ... encryption.4.The Data Encryption Standard (DES) is an
example of a ...5. Public key cryptography is a ... cryptosystem, 6.Security Goals of Cryptography are7. Cipher in
cryptography is —8. The private key in asymmetric key cryptography is kept by,9.Which one of the following
algorithms is not used in asymmetric-key cryptography?10. A key is a value that works with a cryptographic
algorithm to produce a specific cipher text.11. The DES (Data Encryption Standard) cipher follows the fiestal
structure. Which of the following properties are not shown by the fiestal structure?12.Among the following given
options, chose the strongest encryption technique?13. What is the full-form of RSA in the RSA encryption
technique?14. Consider the following steps,The above steps are performed in each round of which of the following
ciphers?15. Decryption is a process to unveil the .16. ciphers encrypt uniformly sized blocks of data.17.
Which of the following cipher techniques include the involvement of matrix operations in their algorithms of]
encryption and decryption?18. Which of the following ciphers is a block cipher?19. In the case of symmetric key|

encryption, the secret key that both the parties possess can be anything such as a .20. Which of the following
cannot be chosen as a key in the Caesar cipher?
Relevant PO’s 1,2,5,9,10
Significance of e Students learnt and improved their creativity and communication
Results/Outcomes skills.
¢ Students understand the basic concepts and developed modern
tool usage.
Reflective Critique |¢ The activity improved the learning and communication skills of
students.
e The activity provided a platform for students to apply their knowledge on
different concepts in Cryptography and apply their skills in future work
as individual.




Proofs (Photographs/Videos/Reports/Charts/Models)
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K.S. INSTITUTE OF TECHNOLOGY, BANGALORE - 560109
DEARTMENT OF ELECTRONICS AND COMMUNICATION ENGINEERING

PEDAGOGY REPORT

2023-24 (EVEN)
V.Sangeetha

Academic Year
Name of the
Faculty
Course Name
/Code
Semester/Section
Activity Name
Topic Covered

Cryptography/21EC642

Mini Project
Encryption , Decryption,
8/7/2024 to 11/7/2024

Symmetric, Asymmetric cipher

No. of Participants
Objectives/Goals

* Toapply the knowledge on different topics in Cryptography.
* To improve the self-learning skills of students,

* To improve the communication skills of students.

* To improve the Creative skills of students

Appropriate Method/Instructional materials/Exam Questions
* Students teams formed and assigned different topics from CCN to develop model.
* Students discussed about the model and ideas have been shared among students,

e Title of the Mini Project as follows:

Title of the Mini Project
ceaser cipher using matlab
Hash sigorithm using C

Rsil ferce Cipher using C

ch”x GCD of two num using Puthior

Euler's Taient Furction W
Yernam cipher using Crx —— Cescer cipherusing Cey
Play fair cipher using C Elliptic Curve algorithm

Construction of multiplicative table ang Hill cipher using C

Ils inverse using C DH Algorithrm using C

Edlers theorm using matlsb

Vernarn cipher Algorithrm using C
e dofiimusing e

Mono Slphabetic cipher Using C Simple substitution cipher using C
lgenere cipher using Cve additive table and its inverse Lsing Puthy
BSA Algorithm using pythan Eders Thore 4@ ¥
Ceaser cipher encruption using puthon,Euler's Theorem

Eulers thearm using C

Finding ged for two numbers using c++ _ Euclidian algorithm using C
Hill cipher using cuthor
Pol i i

yroomisl Arithroetic = e
Extended Evdliden a——7————— Ceaser cipher using matlab
E xtended Euclidean Algeritam using o e CRnEfUsingmatlsb
Diffie Hellrman Key Exchange h-/lgemere cipher using C

Vigerers cipher using puthor

Twofish algorithm using matlsb Fail ferce using Puthon
Hill Cipker e
— e

DH Algorithirn using Python

Hill cipher using Cv+ Multiplicative inverse using Puthon
il e bhenusing e i Diffe el o=
‘\-\&H!‘ Sipher using matlsb = Ciffie Hellrman Algorithim
Construction of multipli cative table and =) S T C
its inverse Using C seudo Random Fequences using C++
Multiplicative table and Find its imveros Ceaser Cipher using Phuthon
using puthon Euclidian algorithm

Play Fsir cipher using Puthon Farmet's Theorer

GCD of two nurn usin c _
Cesser cibher encruotion using o Pseudo Rardam sequence using Python

Relevant PO’s

Significance of
Results/Outcomes

* Students learnt and improved their creativity and communication
skills.
*  Students understand the concepts and developed team build activity.

Reflective Critique |[e The activity  improved  the
students.
® The activity provided a platform for students to apply their knowledge on

different concepts in Cryptography future work as individual.

learning and communication skills of
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K.S. INSTITUTE OF TECHNOLOGY, BANGALORE - 560109
DEARTMENT OF ELECTRONICS AND COMMUNICATION ENGINEERING

CONTENT BEYOND SYLLABUS

Academic Year

2023-24 (EVEN)

Name of the V.Sangeetha

Faculty

Course Name Cryptography/21EC642
/Code

Semester/Section VI/B

Activity Name Mini Project

Topic Covered

Encryption , Decryption, Symmetric, Asymmetric cipher

Date

8/7/2024 to 11/7/2024

No. of Participants

50

Objectives/Goals |e To apply the knowledge on different topics in Cryptography.
e To improve the self-learning skills of students.
e To improve the communication skills of students.
e To improve the Creative skills of students

ICT Used Laptop

Title of the Mini Project
ceaser cipher using matlab
Hash algorithm using C
Rail fence Cipher using C

Appropriate Method/Instructional materials/Exam Questions
e Title of the Mini Project as follows:

Play Fair cipher using C++

GCD of two num using Python

Euler's Toient Function

Vernam cipher using C++

Ceaser cipher using C++

Play fair cipher using C Elliptic Curve &lgorithm

Construction of multiplicative table and | cipher using C

its inverse using C

DH Algorithrn using C

Vernam cipher Algorithrn using C Eulers theorrn using matlab
Mano Alphabelic cipher using C Simple substitution cipher using C
Vigenere cipher using C++

RSA Algorithm using python

Additive lable and its inverse using Pythy

Ceaser cipher encryplion using python Euler's Theorem

Finding ged for two numbers using o++_ Euclidian algorithm using C©

Hill cipher using python

Eulers theorm using C

Polynorrial Arithrmetic

Extended Euclidean Algerithm using ¢

Ceaser cipher using matlab

Diffie Hellman Key E xchangs Vigenere cipher using C

Vigenere cipher using python

Twafish algorithm using matlab
Hill Cipher

Rail fence using Python

DH Algorithm using Python

Hill cipher using C++ Multiplicative inverse using Python

Hill cipher using matlab

Diffie Hellman Algorithm

Construction of mulliplicative table and

jits inverse using C Pseudo Randorn sequence using C++

Multiplicative table ard fird its inverse  Ceaser Cipher using Phython

using python

Euclidian algorithrm

Flay fair cipher using Python

Fermet's Theorem

GCD of two num using ¢

Ceaser cioher sncruotior using ¢ Pseudo Random sequence using Python

Relevant PO’s 1,2,5,9.10
Significance of e Students learnt and improved their creativity and communication
Results/OQutcomes skills.

e  Students understand the concepts and developed team build activity.

Reflective Critique

e The activity improved the learning and communication skills of
students.

e The activity provided a platform for students to apply their knowledge on
different concepts in Cryptography future work as individual.
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K.S. INSTITUTE OF TECHNOLOGY, BANGALORE - 560109

7 Yepartment of Electronics & Communication Engineering
2023-24 Even Semester

Course Name: Cryptography Course Code: 21EC642

Semester/sec: VI B

CONTENT BEYOND SYLLABUS

SI.No USN Name of the Student Title of the Mini Project
1 1KS21EC062 [PRAJWAL D ceaser cipher using matlab
2 1KS21EC064 |PRAJWAL H S Hash algorithm using C
3 IKS21EC065 |PRAJWAL R Rail fence Cipher using C
4 1KS21EC066 |PRATHAM R SHANBHAG Play Fair cipher using C++
5 1KS21EC067 |PRAYAG SINGH S Euler's Toient Function
6 1KS21EC068 |PREETHAM M Vernam cipher using C++
7 1KS21EC069 |PREKSHA S Play fair cipher using C
Construction of multiplicative table and its
8 1KS21EC070 |PUNITH M . ;
inverse using C
? IKSZIEGOT] ES&I;AVENDRA NARATAN Vernam cipher Algorithm using C
10 1KS21EC073 |RAKSHITHA MR Mono Alphabetic cipher using C
11 1KS21EC074 [RAYADURG JOISH SHRIYA |Vigenere cipher using C++
12 1KS21EC076 |RITESH KUMAR SINHA RSA Algorithm using python
13 1KS21EC077 |RITHIKA M Ceaser cipher encryption using python
14 1KS21EC080 |S SHAJITH ALI Finding ged for two numbers using ¢+-+
15 1KS21EC081 |SAGARG S Hill cipher using python
16 1KS21EC083 |SAMHITHA PRAKASH Polynomial Arithmetic
17 1KS21EC084 |SANJANA V Extended Euclidean Algorithm using ¢
18 1KS21EC086 |SANJAY N Diffie Hellman Key Exchange
e LS ET iﬁ\?g:[iv[sKUMAR Twofish algorithm using matlab
20 1KS21EC090 |SHASHANK CU Hill Cipher
=) LRG2IECOR iHREYAS SR Hill cipher using C++
22 1KS21EC092 |SHWETHA V Hill cipher using matlab
Construction of multiplicative table and its
23 1KS21EC093 |SINDHU M NIMBAL . .
inverse using C
5 |RSTEC095 |SPOORTHY M U Mgltiplicative table and find its inverse
using python
25 1KS21EC099 |SUNEETHA Play fair cipher using Python
26 1KS21EC100 |SUNEHA S GCD of two num using ¢
27 1KS21EC101 |SUPREETH A Ceaser cipher encryption using ¢
28 1KS21EC102 |SURABHI K R GCD of two num using Python
29 1KS21EC104 |TARUN M Ceaser cipher using C++
30 1KS21EC105 |TEJASHREE N Elliptic Curve Algorithm
31 1KS21EC106 |THARUN KV Hill cipher using C
32 1KS21EC107 |THEJASHV DH Algorithm using C




33 IKS21EC108 |THUSHAR CHERIAN Eulers theorm using matlab

34 IKS21EC109 |[UDAYA KUMAR S R Simple substitution cipher using C
% HSIELLID (IR B & Additive table and its inverse using Python
36 1IKS21EC111 |VARSHA JAYAKUMAR Euler's Theorem

37 IKS21EC112 |VARSHA S DAVASKAR Euclidian algorithm using C

38 1KS21EC113 [VARSHITH S Bulers theorm using C

39 1KS21EC114 |VEERESH K N Ceaser cipher using matlab

40 IKS21ECI15 |VIDYA Vigenere cipher using C

41 1KS21EC116 |VIDYA RAWAL D Vigenere cipher using python

42 IKS21EC117 |VIDYASHREE R Rail fence using Python

43 IKS21ECI18 |VIJAY YADAV R DH Algorithm using Python

44 1KS21EC120 |VYSHAK G R Multiplicative inverse using Python
45 IKS21EC121 |YASHWANTH.M Diffie Hellman Algorithm

46 1KS22EC407 [PRAJWAL PATIL B S Pseudo Random sequence using C++
47 IKS22EC408 |SANGEETHA H M Ceaser Cipher using Phython

48 1KS22EC409 [SOUNDARYA S Euclidian algorithm

49 1KS22EC410 |[SOWMYA A M Fermet's Theorem

50 1KS22EC411 [SUDEEP P

Pseudo Random sequence using Python




K S INSTITUTE OF TECHNOLOGY, BANGALORE

DEPARTMENT OF ELECTRONICS AND COMMUNICATION ENGINEERING

iiiCourse: Cryptography Course Code:21EC642 Type: Core
Course In Charge: V.Sangeetha Academic year:2023-24

EXHAUSTIVE QUESTION BANK

Module-4

1)Explain the Euclid’s algorithm for determining the GCD of two positive integers. Find the
GCD of (24140,16762), GCD(UNS,127), GCD(124,421)

2) Explain extended Euclidean algorithm and find multiplicative inverse of (your USN,1111),

3) Find the multiplicative inverse of
e 1234 mod 4321
e 24140 and 40902

USN and 171

4)Using play fair cipher with the key largest encrypt the message “Must see you today”

5)Obtain additive and multiplicative table for GF(5),GF(7) and find additive and
multiplicative inverse for all the integers.

6)Find the multiplicative inverse of (xT+x+1) mod (x8+x4+x3+x+1)

7)State the axioms of filed and Obtain additive and multiplicative table for GF(22) & find
additive and multiplicative inverse for all the elements.

8) Check whether (X*+X?+X?+1) is irreducible and Solve multiplicative invers for (X*+X+1)
mod (X2+X+1).

9) Construct Zs additive and multiplicative table and Solve all additive and multiplicative
inverse elements.

10) Mention all modular arithmetic properties & obtain additive & multiplicative table for
Mod5 and Solve all additive & multiplicative inverse for the same.

11) Solve GCD [a(x),b(x)] for a(x) = x5+ttt and
b(x) = x*+x2+x+1 and write all modular arithmetic properties.



Module-2
1)With a neat sketch explain the model of Symmetric cryptosystem

2) Design to encrypt & decrypt the plain text “CRYPTO” using hill cipher technique with the
key matrix

Ki= 3 Ko 2 3
17 3 E 36 }
3) Explain all the properties of Group, Ring & field and what is an abelian group

4) Encrypt the plain text MONDAY using Hill cipher with key
[ JE F H] and Solve inverse of the Key matrix.

5)Make use of Playfair algorithm and Explain it with an example.

6) Make use of Symmetric Crypto system and explain it with a neat diagram and define
reducible and irreducible polynomial.

7) Make use of Symmetrical encryption model and explain it with a neat diagram and define
Substitution Technique and Transposition technique.

8)Make use of playfair cipher ,Encrypt the plain text “ELECTRONICS” with a key INDIA
also mention all the rules for encryption.

9)Make use of PlayFair cipher with the key largest encrypt the message “Must see you
today” .



K S INSTITUTE OF TECHNOLOGY, BANGALORE

DEPARTMENT OF ELECTRONICS AND COMMUNICATION ENGINEERING

Course: Cryptography Course Code:21EC642 Type: Core
Course In Charge: V.Sangeetha Academic year:2023-24

EXHAUSTIVE QUESTION BANK

MODULE-2
1) Encrypt the plain text ‘PAYMORE’ using Hill cipher algorithm
and find the cipher text.
17 07 048
Given Key K=[ZT] 21
2 2

[T9l
2) Compute the encrypted data given the plain text COMMUNICATION using Rail fence

method & Key technique given KEY as 4132.

3) Define Monoalphabetic cipher & Polyalphabetic cipher.
4) Define Substitution and Transposition tec

Confusion technique.

) [Encrypt the plain text ECEDEPARTMENT using Rail fence method & Key technique given

KEY as 4132
6) Write the process used in RSA algorithm for encrypting and decrypting the data
7) Define Authentication, Digital Signature, Confidentiality.
8) Explain the Transposition technique with an Example
9) Encrypt the message “WORK IS WORSHIP” using the key “MOTIVATION” using
Vignere cipher.

MODULE-3
1) List the differences between Stream Cipher and Block Cipher.
2) Define the Confusion and diffusion terms in the context of cryptology

3) Explain with a neat diagram the operation performed in 1% & 10™ round of AES

algorithm.
4) State & prove Fermat’s theorem
5) Using Fermats Theorem find 3°’mod 91 & 3**’mod 10 using it.

6) Explain the parameters of Feistel structure and design Feistel network for encryption
& decryption.

7) State & prove Euler’s theorem. Find ®(q) and P®@ mod q given values
1) P=3, q=7 2) g=12,P=5

8) Illustrate the Feistel encryption and decryption process with a neat diagram

9) Define Fermat’s little theorem and find the value of X given X103=4 mod 11
and find the remainder for 23>mod7 and 7*’mod21

10) With a neat diagram explain round operation in DES encryption.

11) Draw a neat diagram of DES encryption & decryption process and explain the
working principle for the same.

12) Explain Key expansion technique in AES algorithm

hnique with an example also define Diffusion and



13) Define Euler’s theorem and find Totient function for 36 & 700

14) Explain the concept of Substitution byte, Mix column & Shift row operation with neat
diagram in AES algorithm.

15) Illustrate the round operation in DES algorithm & compare DES and AES algorithm.

16) Define a WORD in AES algorithm & illustrate the working of ‘g’ function in AES
Key expansion algorithm with a neat diagram.

17) State Euler’s theorem and find the result for 3°mod 91 using the same.

18) Using Euler’s theorem find the value of x .given x°! mod11=4 or X =4mod11

Module-4

1) With a neat block diagram explain the Principles of Public-Key Cryptosystems with
authentication

2) find cipher text given plain text as KS using the RSA algorithm given P=3, Q=11,
o=y

3) With a neat block diagram explain the Principles of Public-Key Cryptosystems with
authentication and secrecy.

4) Explain RSA algorithm

5) find cipher text and plain text using the RSA algorithm given P=5, Q=11, e=3 and
encrypt the message M=EC and decrypt the same.

6) With a neat block diagram explain the Principles of Public-Key Cryptosystems with
confidentiality.

7) If p=61,q=53 ind private key and Public key and encrypt the message M=63.

8) Perform encryption using RSA algorithm given p=5,q=11,e=3,M=9 using the same
RSA algorithm decrypt the cipher text =21,



K S INSTITUTE OF TECHNOLOGY, BANGALORE

DEPARTMENT OF ELECTRONICS AND COMMUNICATION ENGINEERING

Course: Cryptography Course Code:21EC642  Type: Core
Course In Charge: V.Sangeetha Academic year:2023-24

EXHAUSTIVE QUESTION BANK

MODULE-5
1. Write an explanatory note on linear feedback shift register with a neatdiagram.
2 Explain Generalized Geffe generator & Alternating Stop& Go generator with a neat

diagram.

3. Explain the application & working of A5 generator and Thresholdgenerator.

4. Explain Bilateral Stop and Go generator and Jennings Generator

5. Write a note on Linear Congruential Generator with an example.

6. Explain Gifford generator & Geffe generator.

. Explain the concept of Gifford generator with an example and definelinearity complex and

correlation factor

8. Explain Beth Piper Stop & Go generator & Alternating Stop& Go generator
with a neat diagram.

9. Design & explain the working of Linear Feedback shift register given
g(x)=1+x+x* and find the period & Key generated. Consider initial key valueas 10 0.

10. Explain Bilateral Stop and Go generator and Jennings Generator.

11. Explain Linear Congruential Generator & Geffe generator with an example with an
example.

12. Design & explain the working of Linear Feedback shift register given g(x)=1+x+x* and
find the period & Key generated. Consider initial key valueas 1,0 ,0.
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YEAR/ SEMESTER/BRANCH VI/ECE
COURSE TITLE Cryptography
COURSE CODE 21EC642
ACADEMIC YEAR 2023-24
sl.no USN Name of the student Assignm
1Al 1A2 1A3 ent Acitivity "l‘ol‘dl(l()())\—ﬂmll(ﬁ())

Max Marks 20 20 20 60 20 20 100 50
1 1KS21EC062 PRAJWAL D 11 4 7 v 22 16 20 58 29
2 1KS21EC064 PRAJWAL H S 4 6 8 18 20 20 58 29
3 1KS21EC065 PRAJWAL R 12 6 14 32 20 20 72 36
4 1KS21EC066 PRATHAM R SHANBHAG 15 14 9 38 20 20 78 39
5 1KS21EC067 PRAYAG SINGH S 9 6 8 23 13 20 6l 31
6 1KS21EC068 PREETHAM M 16 18 19 53 20 20 93 47
7 1KS21EC069 PREKSHA S 15 10 14 39 20 20 79 40
8 1KS21EC070 PUNITHM 9 7 0 22 20 20 62 31
9 1KS21EC071 ii?{ié\/iiﬁ%ﬁi\\l{ 12 9 (5 36 20 20 7 38
‘7 10 [KS21EC073 RAKSHITHA M R 12 8 11 31 20 20 71 36
! R T EQQQKURG oRr 6 | 18 0 | sa | % 20 94 47
12 1KS21EC076 RITESH KUMAR SINHA 6 14 12 32 20 20 7 36
13 1KS21EC077 RITHIKA M 16 17 17 50 20 20 90 45
14 1KS21EC080 S SHAJITH ALI 5 4 S 14 20 20 54 27
15 1KS21EC081 SAGARG S 17 12 17 46 20 20 86 43
16 1KS21EC083 SAMHITHA PRAKASH 11 8 11 30 20 20 70 35
17 1KS21EC084 SANJANA V 12 13 14 39 20 20 79 40
18 1KS21EC086 SANJAY N 16 6 11 33 20 20 73 37
19 1KS21EC088 ;AZNFBZIL\ASASKUMAR 14 " 9 34 20 20 74 37
20 1KS21EC090 SHASHANK C U 18 13 13 44 20 20 84 42
4 (IR FRCORL ?{F/leé}ii\/ifsENDRA v 7 5 o | 2| %@ 20 62 31
t—i 22 |KS21EC092  |SHWETHA V 14 16 19 49 20 2 %9 45
23 1KS21EC093 SINDHU M NIMBAL 10 5 8 23 19 20 62 31
24 1KS21EC095 SPOORTHY M U 12 14 13 39 19 20 78 39
25 1KS21EC099 SUNEETHA 4 9 14 27 20 20 67 34
26 1KS21EC100 SUNEHA § 10 12 10 32 20 20 72 36
21 1KS21EC101 SUPREETHA 14 17 17 48 20 20 38 42
28 1KS21EC102 SURABHI K R 10 13 15 38 20 20 78 39
29 1KS21EC104  |TARUN M 9 4 15 28 19 20 67 34
30 1KS21EC105 TEJASHREE N 10 12 16 38 20 20 78 39
31 1KS21EC106 THARUN K V 3 6 14 25 19 20 64 32
32 1KS21EC107  |THEJAS H v 10 8 16 34 20 20 74 37




33 IKS21EC108  |[THUSHAR CHERIAN 10 3 7 20 16 19 55 28
34 IKS21ECI109 |UDAYA KUMAR $ R 5 4 7 16 20 20 56 28
35 IKS21ECI10  |VAISHNAVIB A 14 14 14 42 20 20 82 41
36 IKS21EC111 VARSHA JAYAKUMAR 18 9 17 44 20 20 84 42
37 IKS21ECI12  |VARSHA S DAVASKAR 10 10 I3 33 20 20 73 37
38 IKS21EC113  [VARSHITH S 11 4 10 25 20 20 65 33
39 IKS21EC114  |VEERESH K N 8 7 14 29 20 20 69 35
40 IKS21EC115 [VIDYA 20 17 16 53 20 20 93 47
41 IKS21EC116  |VIDYA RAWAL D 15 18 17 50 20 20 90 45
42 IKS21ECI17  |VIDYASHREE R 18 20 20 58 20 20 98 49
43 IKS21EC118 |[VIJAY YADAV R 6 ] 11 18 20 20 58 29
44 IKS21EC120 |VYSHAK G R 15 17 19 51 20 20 91 46
45 IKS21ECI21] YASHWANTH.M 13 8 I3 34 20 20 74 37
46 1KS22EC407 PRAJWAL PATIL B S 8 6 10 24 20 20 64 32
47 1KS22EC408 SANGEETHA H M 5 7 13 25 20 20 65 33
48 1KS22EC409 SOUNDARYA S 8 4 14 26 20 20 66 33
49 1KS22EC410 SOWMYA A M 9 4 10 23 20 20 63 32
50 1KS22EC411 SUDEEP P 7 5 7 19 20 20 59 30




ines on the remaining blank pages.

riant Note : 1. On completing your answers, compulsorily draw diagonal cross

Impo

50, will be treated as malpractice.

2. Any revealing of identification, appeal to evaluator and /or equations written eg, 42+8

USN

21EC642

Time: 3 hrs.
Note: Answer any FIVE full questions, ch

1 a
b.
e.

2 a
b.
c.

3 a
b.

4 a.
b.
&,

5

6 a.
b.
C.
7 a
b.

Sixth Semester B.E. Degree Examinatidn, June/July 2024
Cryptography

, Max. Marks: 100
NE full question from each module.

(07 Marks)

’ (07 Marks)

Explain the Euclidean algorithm ulate the GCD(60, -24) (06 Marks)
(% OR ‘

Lists the properties of modular arithmetic for integer in 2n with expression. (07 Marks)

Explain the polynomial ~arithmetic. Find polynomial arithmetic over GF(2) for

f(x)=x"+x’+x* +x’ +x+1 and g(x) = X+ x%l" (07 Marks}

Develop set ot 1ables for polynomial ar 1thmct1c modulo of x> +x +1 over GF(2%). (06 Marks)

Module-Z

in model of symmetric ancryptlon (07 Marks)
Explalp the playfalr c1pher and .its rules for the following keyword : “MONARCHY”

; . (07 Marks)

Explain the vernam Clphel with a neat diagram. (06 Marks)
Ko OR ,

Draw and explain model of symmetuc cryptosystem. (07 Marks)

Explain the Caesar Clpher technique Encrypt plaintext “Cryptographv with key = 3.

(06 Marks)
Usmg Hill Clpher algorlthm Encrypt the pldmtext pavmoremoney using the key,
[17 17 ¢ :
K=|21 18- 21{ : o (07 Marks)
Module-3 .
‘ (05 Marks)
neat diagram. (10 Marks)
k (05 Marks)
Explain Felstel encryption and decrv )hon with neat diagram. (10 Marks)
State and prove Fermat’s theorem. (05 Marks)
Explain Euler’s Totient function. Determine (i) ¢(37) and $(35). (05 Marks)
Module-4
Bring out differentiate between conventional encryption and public-key engrvpmon Explain
the requirement of ublic-key cryptography. (10 Marks)
Explain RSA rithm. Using RSA algorithm perform encryption and decryptmn using
p=17,q=1 7 and M = 88. : (10 Marks)

1 of 2




16

21EC642

OR
Explain the Diffie- Hellman key exchange algouthm ‘Evaluate a Diffie-Hellman key
exchange for =23 and a = 9.
(1) If User A has private key X =4
What is A’s public key Y = ?
(i)  IfUser B has private key Xp =
What is B’s public key Yp =

(iii)  What is shared key ? (10 Marks)
Describe Elgamal cryptographic syqt n, (10 Marks)
. ; MOdule—S

Write short notes on, (1) NANOTEQ (i) A5 (i) 1 _inear C ongruential generator.
; (10 Marks)
Explain Additive generator. : (06 Marks)
With a neat diagram, explam Threshold gﬂ,nemrm : (04 Marks)

OR.

ack shift register with a neat diagram. (06 Marks)
1, explain Geffe %nerater ‘and Jennings generator. (10 Marks)
rd with a neat diagram. (04 Marks)

Explain lmear

2 0f2




- 50, will be treated as malpractice.

e
=
o3 3]
g
et
N

4

b ALY,

O

rema
cation. appeal to cvaluator and ‘or cquations writien ¢g.

¢
<

havonal cross lines on the

¢

¥ draty

i

s your answers, compuisoril
i

¢

Any revealing of denu

On completin
~

L

important Note

USN

T

-

6

18ECT74¢

me!

d.

b.

3 hrs. :
Note: Answm (zm FIVE full quesnmzs, C/zomuz o ONE full question from each modetle.

Seventh Semester B.E. I}egree'-}%ZXaf'ri‘rililn"ati{m, Feb./Mar. 2022
Cryptography

Max. Marks: 100

Module-1"

Draw the m'odcl of symmetric cryptosystem and exbla-in in detail. ' ( 08 Marks

Using Hill Cipher technique encrypt and decrypt the plain tent “Pay more money”
17 17 57 |

Using the key. | 21718 21 | | ( 12 Marks
202 19 ST

1exi- y2) =17 (X -0) v (b-30 )
OR
Explain Euclidean algorithm for determining of GCD. If a = 24140, b = 16762 sokve using

'Euclidean algorithm to find GCD (a, b). . " ( 08 Marks’
Menti on the modular arithmetic operation properties and pt ove the same. (08 Marks’
Find 117 mod] using modular Arithmetic. A (04 Marks’

*

- Module:2

With a ncat diagram, explain fiestal encryption and deeryption model. { 08 Murks’
With a neat diagram, éxplain DES.encryption algorithm, : ( 08 Marks)
List the design features of fiestal 1 ).,e!\.\ ork. © (04 Marks)
OR - -
Explain with a neat diagram AES encryption and deuvmm process. - ( 08 Muarks)
Explain AES Lw expansion algorithm write the Pseudo code for the same. (08 Marks)
Deseribe the AES shift Rows Transformation. . ' g0 ( D4.Marks)
- Module-3
What are Groups? Explain in detail with respect to its properties. (06 Marks)
Write 4 note on finite fleld of the form GF (P). (06 Marks)
Find the additive and multiplicative inverse of GE (8). . ( 08 Marks)
: OR o

Sm* cand prove Fermat’s Theorem. Also find 7' mod 19 using it. C (08 Marky)

ith suit 1 le \plam Uor prove Euler’s Theorem: : (07 Murks)
L\ slain discrete logarithms for modular Arithmetic o (-85 Marks)

l of2
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Module-4

With a neat diagram, explain public-key cryptosystem secrecy and Authentication. (10 Marks

Explain the steps involved for encryption and Dec;yphon for RSA Algorithm. (06 Marks

Perform éncryption using RSA algorithm for p =35, 4= -11,e=3,m=9. (04 Marks
: : OR ;

Explain Di fie- II >llman key exchange algorithm. S ‘“ 3 © (07 Marks

Explain Elliptic curve over real numbers. . . (07 Marks

Explain Elliptic curve or yptography. (06 Marks’

Module-5
\\'x ite an explanatory note on Liner Feedback shift registers. (10 Marks
Explain the following wi ih necessary dmﬂmms
1) Generalized Geffe Ge nerator
i) Threshold Generator

i) Alternating stop and go generalor. -~ (10 Marks
OR
\qm ,\ddm\ (Jmuatols Also explain fish and pike Additive Generator. - (10 Marks’
With a ncat diagram, explai in the conéept oi Gifford. ' , (06 Marks
Write a short note on A5, (04 Marks
EIE O
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Seventh Semester B.E. Degree Examination, July/August 2022

- Cryptography

Max. Marks: 100

Note: Answer any FIVE full questions, choosing ONE full question from each module.

Module-1

a. Describe the simplified model of Symmetric encryption scheme and its ingredients.

b. Explain Euclidean algorithm to find the GCD of two integers.

OR '

a. With suitable example, explain the Substitution Cipher.
. Explain the Transposition Cipher.

c. Write the properties of Modu lar Arithmetic.

Module-2
a. Describe the overall scheme for DES algorithm and its salient features.
b. What are the strengths of DES algorithm?

OR’

a. Present an overview of the general structure of Advanced Encryption standard.

b. Describe the AES key expansion algorithm.

‘Module-3
a. Distinguish between Groups , Rings and Fields.
b. Define Discrete Logarithms with an example.

OR
a. With examples, describe Ferrnats and Eulers theorem.
b. Define the fields of the form GF(P).

) Module-4
a. Present an overview of the RSA algorithm.
b. Describe Elliptic Curve Cryp tography.

OR
a. Describe Diffie — Hellman key exchange algorithm.
b. What are the basic principles of Public key Cryptography?
¢. What are the possible approaches to attack the RSA algorithms?

‘ Module-5
a. Explain LFSR and how the Shift register sequences are used in cryptography.
b. Write note on : Design and Analysis of Stream Cipher.

OR
Write short note on :
a. Geffe generator.
b. AS to encrypt GSM.
c. NANOTEQ and RAMBUTAN.

* k% % X

(15 Marks)
(05 Marks)

(08 Marks)
(07 Marks)
(05 Marks)

(15 Marks)
(05 Marks)

(10 Marks)
(10 Marks)

{12 Marks)
(08 Marks)

(12 Marks)
(08 Marks)

(10 Marks)
(10 Marks)

(10 Marks)
(05 Marks)
W(OS Marks)

(10 Marks)
{10 Marks)

(06 Marks)
(06 Marks)
(08 Marks)
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Seventh Semester B.E. Degree Examination, Jan./Feb.2021
Cryptography and Network Security

Time: 3 hrs. %, Max. Marks: 100
s Note: Answer any FIVE full questions, choosing ONE full guestion front each module.
g
g Module-1
E 1 a Explain the pmccdmu to calculate GCD using Euclid’s algponthm Determine the GCD of
2 (24140, 16,762) using Euclid’s aigomhm (06 Marks)
é b. Encrypt the message “Work is workshop” using, play fair cipher with the keyboard
N “COMPUTER” and decrypt the cipher text to recover the original message. Give the rules
52 for encryption and decryption. (08 Marks)
5 ¢. Develop a set of additive and multiplications tables for modulo 9. (06 Marks)
Z
OR
3 a Construct the finite field GF (2*) multiplication table using the polynomial arithmetic
modulo (x-' + %+ 1), show the calculation steps. (06 Marks)
b.  Using s extended Euclidean. find the multiplicative inverse of S50 mod 1769. {06 Marks)

¢. Define the following:
(1) Groups, rings and fields.
(i) - Fermat’s and Euler’s theorem.
(iiiy - Cryptology, C ryptoanalysm Cryptogr aphv Rl (08 Marks)

: Module-2
3 a. Compare AES to DES for each of the following elements of DES :
(1) XOR of subkey material with the input of the f function.
(11) XOR.of the f function mxtput with the left half of the block.
(i) f function -
(iv) .~ Permutation P P

s, compulsor
wtion, appeal to evaluator and for equations writien eg, 421

(v) Swapping of half of the block. & (06 Marks)
b. Consider the elliptic curve defined over Ep3(1, 1). Let P = (3, 10) and Q = (9, 7). Find (P+Q)
o and 2P. (08 Marks)
7 T ¢. Givenp=19,q=23, m=5ande=3. Use RSA algorithm to find n, ¢p(n), d and C(m). Also
§:f: find M from decryption. (06 Marks) -
¥ g
2 -~ OR
; 5 4 a. What are the 4 tasks performed in each round of AES.cipher? Explain. {06 Marks)
& g b. Users A and B use tha, Diffie Hellman key exchange technique, a common prime ¢ = 11 and
e a pTImlUV{, root o = (i) If user A has private key Xa = 3. What is A’s public key Ya
iy If user B has pmat(, key X,= 6. What is B’s pubhc key Yu? What is the shared secret
kev? Write the algorithm as well? . (06 Marks)

c. Given the plaintext {000102OS,O4Q§QQQ70%OQDAO@OCODOLOF] and  the key
[01010] 01010101010101010101010101]. Show the (a) State matrix (b) Initial round key
(¢) SubBytes (d) Shift rows (e} Mix columns output states. (08 Marks)

Important Note :

lof2
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Module-3

Explain MD3 algorithm steps. Compare it with. SHA-1, (08 Marks)
Discuss the key components of digital signature algorithm. (06 Marks)
Explain the HMAC algorithm with a neat diagram. - (06 Marks)
OR
Explain the Discrete Logarithm signature scherne. (06 Marks)
Describe SHA 512 algoritm in detail. . (06 Marks)
Explain the following: '
(1) Hash function and its ruqun\,memb

(ii) Role of compression function in Hash functions.
(iiiy  Difference between weak and strong collision resistance.

(iv)  Advantages of HMAC over other hash based schemes. (08 Marks)
s Module-4
Describe the four protocols defined by secure sotht layer. (06 Marks)
Explain the Sccure Shell (SSH) architecture. : {06 Marks)
Explain the various phases of 802.111. . ' (08 Marks)
OR
Explain the parameters defined in SSL connection. {06 Marks)
Bring out the differences between SSL and TLS. (06 Marks)

Explain HTTPS elements encrypted connection initiation and connection closure. (08 Marks)

Module-S
Explain the services provided by PGP and the reasons for using PGP, (06 Marks)
Explain Encapsulating security pay load header. = ; (06 Marks)
Explain the preparation of enveloped Data S/IMIME entity, Write the functions of S/MIME
and Enhanced Security Services of S/MIME. (08 Murks)
OR
Explain the 1Psec architecture. A . (06 Marks)

Describe the following : ; '
(1) Differences between Tunncl mode and Transport mode of [Psec.

(i) Scope of ESP encryption and authentication. (08 Marks)
Explain IKE key determination protocol. : (06 Marks)
ok kA K



aining blank pages.

¢ your answers, compulsorily draw diagonal cross lines on the rem

2. Any revealing of identi

Important Note : 1. On completin

50, will be treated as malpractice.

4248 =

€
=

fication, appeal to evaluator and /or equations written ¢

/

USN \ 17EC744
Seventh Semester B.E. Degree Exami :atmn, Jan./Feb. 2021
Cryptography
Time: 3 hrs. Max. Marks: 100
Note: Answer any FIVE full questions, choosi ‘om-each module.

1 a What is Divisibility? Explain the, ion algorithm with su1table example (06 Marks)
b. Explain with examples the pr of modular Arithmet (06 Marks)
¢. ‘Write a note on Finite field o orm GF(P). (08 Marks)

3 OR

2 a. Write the Arithmetic addition modulo and multlphcatlon module for GF (7 ) (06 Marks)
b. With suitable example, explain the polynomial Anthmetlc with co-efficient in Zp. (08 Marks)
¢. What are Groupg? Explam in detail with respe; to its properties. (06 Marks)

Modnle~2

3 a With a.nczat sketch explain the deelkof symuietric cryptosystems. (06 Marks)

b. r«the keyword “BLECTRONICS”, Give the ‘eipher text for the plain text
“COMMUNICATION ENGINE it cipher. Explam the rules for play
fair cipher. __ . . (10 Marks)

¢. Explain with an example;’ w the transpositioritechnique is used to co; rert PT to CT.
) ' (04 Marks)

4 a Whatis Stegngg:i}w hy? Explain different methods adoptet tegnography. (06 Marks)
b. Explain simplified DES algorithmy neat block dmglam (08 Marks)
¢. Explain With»:smtable sketch, the concept of Felqtcl ; rypt ion and decryption. (06 Marks)

S Module~3<

5 a. “L1st and explain the alg vithin and characteristics implementation and AES. (08 Marks)
b.: ”"EX{JMH’! the Key—Blockaound combmatwn analyus in AES. (06 Marks)
c-.»,jij"Explaln the uonccpt of AES encryptlon smolc Round stages. (06 Marks)

6 a. Explain mhdetaﬂ the nonlinear, Shlﬁ Register. (06 Marks)
b. Write an explanatory not¢'on Linear Feed Back Shift Registers. (10 Marks)
¢. Compare different LFSR boxed stream ciphers for its ryptographxcal weaknesses. (04 Marks)

Module-4

7 a Find the GCD.0f (1970, 1066) using Buclid’s method. (04 Marks)
b. With suitable explanation prove Euler’s theorem. (07 Marks)
&

Explain Chaises Remainder Theorem and its features. (09 Marks)

lof2
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OR :
Explain the complete steps involved for encryption ke
algorithm. s ¥
What is Key Management? Explain DH key excha
Users A and B use the DH key exchange t
primitive root o = 3, If A select private key*X

neration and Decryption for RSA
e {08 Marks)

¢ mechanism. (08 Marks)
ique. A common prime Q = 353 and a
= 97 and B selects private key Xg = 233,

then, what is public key Y 4 of A and pu ey Yg.-Calculate shared secret key ‘K.

(04 Marks)

Module-5

What are one way Hash Functiors? Explain in detail one w % hash function using symmetric
block algorithms. (08 Marks)
Write an explanatory note on MAC., L (06 Marks)
Briefly explain the security threats on Hash functiofi'and MAC. (06 Marks)
Explain in.detail Direct Digital Signature and Arbitrated Digital Signature. (08 Marks)
Explainavith-suitable sketch, Discrete Logarithm signature scheme. (06 Marks)

Briefly, éiéplain the signing and v.eii*ify.ing the Digital Signature Algorithm (DSA). (06 Marks)

;‘O«)Lh PRy
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Seventh Semester B.E. Degree Examination, July/August 2022
Cryptography and Network Security
Time: 3 hrs. Max. Marks: 10(
Note: Answer any FIVE full questions, choosing ONE full question from each module.

Module-1
1 a  Explain the concept of divisibility and the division algorithm. (10 Mark:
b. State and prove Fermat’s and Euler’s theorem for public-key cryptography. (10 Marks
OR _
2 a. Construct the addition, nmltiplication and inverses table for Arithmetic in GF(2%). (06 Marks
b.  Mention the Modular Arithmetic Operation properties and prove the same. (08 Marks
c. Explain the following terminologies:
(i) Symmetric Algorithms  (1i) Asymmetric Algorithms (06 Marks
Module-2
3 a. With aneatdiagram, explain DES encryption process. (10 Marks
b. Explain with a neat diagram the detailed structure of AES cipher. (10 Marks
| OR
4 a. Explain the Requirements of public-key cryptography. (06 Marks)
b. Describe the RSA algorithm with an example. | (08 Marks)
c. Explain Elliptic curves over Zp. (06 Marks)
Module-3 i
5 a. Explain the concept of N-Hash with a neat dlagram (10 Marks)
b. Explain the following one-way hash functions using symmetric block algorithms:
(1) Tandem and Abreast Davies Meyer  (i1) MDC-2 and MDC-4 (10 Marks)
OR 4
6 a. With aneat diagram, explain the operation Secure Hash Algorithm (SHA). (10 Marks)
b. Explain Discrete Logarithm Signature Schemes. (10 Marks)
Module-4
7 a. Give a comparision on Treats on the web. (06 Marks)
b. Explain the Record Protocol of Secure Sockets Layer (SSL). (08 Marks)
c¢. Explain the Alert codes supported by Transport Layer Security (TLS). (06 Marks)
OR
8 a. Explain the phase 1 (Establish Security Capabilities) of Handshake Protocol. (10 Marks)
b. Describe the concept of HTTPs. (10 Marks)
| Module-5
9 a. Explain Pretty Good anacy (PGP) for providing cryptographic functions like
authentication, confidentiality and both with a neat diagram. (10 Marks)
b.  What are the two databases of IP Security policy and explain them. (10 Mariks)
OR
10 a. Tlustrate the working of transport and tunnel mode Encapsulating Security Payload (ESP).
(10 Marks)
b.

Kok ok ok %

With a neat diagram, describe Header and Payload Formats of Internet Key Exchange (IKE),

(10 Marks)



